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Windows #—/3—
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Linux
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Pure Storage FlashArray

FA-X20R2

OS /=Y a3

Purity//FA 6.2.7

5E

960GB X 10

NIC(l a>bta—5—5HiY)

I0/25GbE iSCSI X 2

|6Gb FC X 2

10/25GbE X 2(L 7" 4 —< 3 > A Port)
| GbE X 2

VBR # —/3—

OS/N\—Ya >

Windows Server 2019 Standard

CPU 2 X 4core
X T | 2GB
2bhL—Y N—FKF4 27 | :50GB

N—FF 4227 2:300GB

Veeam Backup & Replication /3X—3 3 >

[ la(l1.0.1.1261 P20220302)

Ay N R A

OS/\—Ya>r

Windows Server 2019 Standard

CPU 2 X 4core
X T | 6GB
2bhL—=Y N—RF4 27 | :100GB

ToFIAINLRY T+ ILT

Windows Defender
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Linux ') RY b Y) H—/3—

OS/X—Ya >

Ubuntu 20.04.1 LTS

CPU 2 X A4core
AEY 32GB
2bhL—Y N—RF4 X7 | :32GB

vCenter Server Appliance(vCSA)

N=a >

vCSA 7.0 u3c
% TF7a4 A4 XnBR, T T 7/a/4H44(4 X
BNERML—YHAX T 7 4L~ ERIR

CPU | X 2core
A EY |1 2GB
2hL—Y 579GB

ESXiO | (vSphere)

N—=Va v

vSphere 7.0 u3c

CPU 2 X 6core
XA EY 32GB
F4 R F4 X271 :300GB

Win2019-01 (/X 7 7 7B Windows {R8+ —/3—)

OS/N\—Y 3>

Windows Server 2019 Standard

CPU | X 2core
A E) 4GB
F4 R F4 27 :50GB
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6.1.1. Pure Storage Plugin D12 X+—JVFIE
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2. [Next>]%7Yv7L%7,

ﬁ Pure Storage Plug-In for Veeam Backup & Replication X

Welcome to the InstallShield Wizard for Pure
Storage Plug-In for Veeam Backup &
Replication

The InstallShield(R) Wizard will install Pure Storage Plug-In for

Veeam Backup & Replication on your computer. To continue,
click Next.

WARNING: This program is protected by copyright law and
international treaties.
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[I accept these terms] %3#IRL T, [Next>] 7Yy 7L %7,

ﬂ Pure Storage Plug-In for Veeam Backup & Replication X

Terms of Usage
Please read the following terms carefully.

Storage Plug-Ins for Veeam Backup & Replication
Terms of Usage

IMPORTANT - READ CAREFULLY

This plug-in is offered by the indicated third-party vendor. The entire risk of using this
plug-in is with you and your storage vendor. By distributing the plug-in, Veeam does not
provide warranty of any kind for this plug-in, either expressed or implied. Veeam will
support the use of this plug-in only to the extent of storage snapshot integration
functionality that the plug-in enables. If you have any questions or concerns regarding
the plug-in code, its functionality, or experiencing any issues with this plug-in impacting
your storage arrays or any other production systems, you must contact the third-party
vendor directly.

(®1 accept these terms

(D1 do not accept these terms
InstaliShield

T e [

[Install]Z 7Y w27 L&Y,

ﬁ Pure Storage Plug-In for Veeam Backup & Replication X
Ready to Install the Program
The wizard is ready to begin installation.

This plug-in enables Veeam Backup & Replication to perform backup and restore of
VMware vSphere VMs directly from storage snapshots of FlashArray storage arrays. This
software is developed by Pure Storage Inc.

Click Install to begin the installation, or Cancel to exit the wizard.

InstallShield

<Back | instal ]| Cancel

10
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LR b—AHET LES, [Finish]82Y v 2L 3T,

ﬂ Pure Storage Plug-In for Veeam Backup & Replication X

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Pure Storage
Plug-In for Veeam Backup & Replication. Click Finish to exit the
wizard.

<Back Gancel

W _ET Pure Storage Plugin @4 > X2 b —LHET Y £7,

11
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6.1.2. Veeam Console h*5 Pure Storage % STORAGE INFRASTRUCTURE ICE$% 9 2FIE

l. VBRH—/—DF5T 27 kv 7 ED[Veeam Backup & Replication Console]* 7L 7Y v 7 L F
R

2. [Connect]zZ7Yv7LZEY,

N5| Veeam o
=K} Backup & Replication 11

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392
Password

v Use Windows session authentication

Save shortcut Connect Close

12
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Veeam Backup & Replication Console ®[Storage Infrastructure]-[Add Storage]% 7 ') v 7

Lij-o

Storage
=
=
-
Add  Edit Re 5
Storage Storag 9
Manage Storage Adtions

Veeam Backup and Replication

Storage Infrastructure

Storage Infrastructure

Add Storage
Veeam Backup & Replication integrates with the leading primary storage arrays to enable backup and restore of individual
machines, file shares, guest files and application items from storage snapshots of VMFS, NFS and CIFS volumes. In addition to built-
in integrations, Veeam provides the Universal Storage API that allows qualified storage vendors to create fully supported storage
plug-in.

To start using this functionality, register your storage by dlicking this text. If you don't see your storage in the list, please install the
corresponding plug-in first.

Home

[ig Inventory

(& Backup nfrestructure

% Tape Infrastructure

[ i

[Show more vendors...

Take a Snapshot

Set up periodic storage-level snapshots of your VMFS or NFS datastores using the storage management console. The storage will
automatically snap your datastores, providing frequent restore points that enable short RPOs for the most common recovery
scenarios, with little to no impact on your production environment.

For evaluation purposes, you can create an "ad hoc" storage snapshot by selecting the desired LUN in the Storage Infrastructure
tree, and dlicking the corresponding button in the ribbon.

Restore
To perform a restore from a storage snapshot, browse to the desired snapshot on the Storage Infrastructure tab, and select the
VM you want to restore. You can restore the entire VM, individual guest files or individual Microsoft Active Directory, Microsoft
Exchange, Microsoft SharePoint, Microsoft SQL Server and Oracle items.

Please, keep in mind that storage snapshots are not real backups, as they would be lost along with production data in the event of
a storage disaster. Thus, you should never rely solely on storage-level snapshots for data protection. To ensure protection against
all types of disasters, continue to perform proper backup of all VMs to non-production storage using Veeam backup jobs or
VeeamZIP.

Backup
Enterprise Plus edition enables backup of virtual machines, physical servers and file shares directly from primary storage
snapshots. This functionality puts your storage array capabilities to work, allowing for improved recovery point objectives (RPO)
while greatly reducing impact from backup activities on the production machines.

Connected to: localhost Enterprise Plus Edition

152992 0L%7,

Add Storage

on the Storage Infrastructure tab.

Emme  Dell EMC

[

)

~ IBM Spectrum Virtualize

NetApp

Select a vendor of your primary storage system. You can see and manage all already registered storage systems

m Cisco HyperFlex
Adds Cisco HyperFlex systems (HX-Series/Springpath).

Adds Isilon/PowerScale, SC Series (formerly Dell Compellent) or Unity storage array.

Hewlett Packard Enterprise
Adds HPE Primera, HPE 3PAR, HPE Nimble or HPE StoreVirtual storage.

:'y Adds IBM FlashSystem (Storwize), IBM SAN Volume Controller (SVC), and systems based on IBM Spectrum
Virtualize software, including IBM/Cisco VersaStack.

Adds Ne'tApp ONTAP or NetApp Element (SolidFire) storage.

* Show more vendors...

Shows the next page with additional storage vendors,

Cancel

remaining

13
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5. [Show

&S

more vendors...]% 7 ') v 7 LE T,

©

Add Storage

Select a vendor of your primary storage system. You can see and manage all already registered storage systems
on the Storage Infrastructure tab.

Lenovo
Adds Lenove Storage V Series and Lenovo ThinkSystem DM Series storage systems,

DataCore
Adds SANsymphony and DataCore HyperConverged Virtual SAN storage system. Fibre Channel (FC) and iSCSI
connectivity is supported.

FUJITSU ETERNUS DX/AF
Adds FUJITSU ETERNUS DX/AF Series storage devices. Fibre Channel (FC) and iSCSI connectivity is supported.

HITACHI
Adds Hitachi storage system. Fibre Channel (FC) and iSCSI connectivity are supported.

HPE XP
Adds HPE XP storage system. Fibre Channel (FC) and iSCSI connectivity are supported.

Show more vendors...
Shows the next page with additional storage vendors,

Cancel

6. [Pure

Storage]l® 7' v 7 L&Y,

©

Q2

- =
HUAWES

Add Storage

Select a vendor of your primary sterage system. You can see and manage all already registered storage systems
on the Storage Infrastructure tab.

Huawei
Adds Huawei OceanStor Series storage devices, Fibre Channel (FC), iSCSI and NFS connectivity is supported.

INFINIDAT InfiniBox
Adds InfiniBox F-series system. Fibre Channel (FC), iSCSI and NFS connectivity is supported.

Pure Storage
Adds Pure Storage FlashArray. FC and iSCSI connectivity is supported.

Tintri IntelliFlash
Adds Tintri IntelliFlash (formerly Western Digital, Tegile) storage devices, Fibre Channel (FC), iSCSI and NFS
connectivity is supported.

Get plug-in for another storage...
Opens a Veeam web page where you can browse available plug-ins, and download the one from your storage
vendor.

Cancel

14
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7. [DNS name or IP address:]iZ Pure Storage @ FQDN £ 71X IP 7 KL X & X% L T, [Block of
file storage for VMware vSphere]l v 7 L7,

New Pure Storage Array X

Name
o Register Pure Storage array by specifying its DNS name or IP address.

10210169 |

Credentials
Description:
VMware vSphere Created by WIN2019-VBRO1\Administrator at 2022/05/18 11:40.
Apply
Summary Role:

I Block or file storage for VMware vSphere I

[] Block storage for Microsoft Windows servers

< Previous Next > Finish Cancel

8. [Next>]%7Yv7L%7,

New Pure Storage Array X

Name
0 Register Pure Storage array by specifying its DNS name or IP address.

[10.2.10.169
Credentials
Description:
VMware vSphere Created by WIN2019-VBRO1\Administrator at 2022/05/18 11:40.
Apply
Summary Role:

Block or file storage for VMware vSphere
[] Block storage for Microsoft Windows servers

< Preyious Next > Finish Cancel

15



SB C&S

9. [Add..]27Yv7 L%,

New Pure Storage Array X
Credentials
o Specify account with storage administrator privileges.
Name Credentials:

Manage accounts

VMware vSphere

Apply

Summary

< Previous Next > Finish Cancel

1 0. Pure Storage ® Username ¥ Password # XA LT, [OK]Z 7' v 7L F T,
XARETIE, [pureuser]2ERAL T,

Credentials X
Username: | pureuser I | Browse...
Password: [essecees) f;\|
Description:
pureuser
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1. [Next>]%27"Y v 2 LET,

New Pure Storage Array

Credentials
o Specify account with storage administrator privileges.

Name Credentials:
A pureuser (pureuser, last edited: less than a day ago) V| | Add...
Manage accounts
VMware vSphere
Port: 443 2
Apply - -
Summary

< Previous Next > Finish | Cancel

12. BIFBICIGC TFC-iSCSIICFzv 7L ET,

New Pure Storage Array

VMware vSphere
o Specify how this storage can be accessed by VMware vSphere backup jobs.

Protocol to use:

Name

[ Fibre Channel (FC)
Credentials [ iscsl

Volumes to scan: . y
Apply IAII volumes l Choose... |
Summary Backup proxies to use:

|Automatic selection l (;.hoose...

Mount server:

Win2019-VBRO1 (Backup server) v | AddNew... |

< Previous Apply Finish Cancel
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| 3. Mount server %38/ L 3N T. [AddNew...]& 7" v 7L ET,

New Pure Storage Array X
VMware vSphere
o Specify how this storage can be accessed by VMware vSphere backup jobs.
Name Protocol to use:
[ Fibre Channel (FC)
Credentials iSCSI
Volumes to scan:
Apply |AII volumes , Choose...
Summary Backup proxies to use: -
IAutomatic selection [ Choose...
Mount server: ]
Win2019-VBRO1 (Backup server) v | Add New...

< Previous Apply Finish | Cancel

I 4. [DNS name or IP address:]IZ Mount server ® FQDN £/ I3IP 7 FLRXREZAALE T,

New Windows Server X

Name
E-- Specify DNS name or IP address of Microsoft Windows server.
=-

10.2.9.71
Credentials .
Description:
Review Created by WIN2019-VBRO1\Administrator at 2022/05/18 11:49.
Apply
Summary

< Previous Next > Finish Cancel
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15. [Add..]2 27 v 7 LT,

New Windows Server X
Credentials

Specify server credentials.
-

Select an account with local administrator privileges on the server you are adding. Use DOMAIN\USER
format for domain accounts, or HOST\USER for local accounts.

Credentials:

Review Manage accounts
Apply
Summary

Click Ports to customize network ports to be used by individual components. Ports

< Previous Next > Finish Cancel

| 6. Mount server @ Username ¥ Password # A#Z LT, [OK]2Z7 ") w7 L7,
XAEZETIE, [odministrator] 2 EAL £ 7,

Credentials X
Username: | administrator I Browse...
= B k Password: Jeesscescsesss fa|
Description:

administrator
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7. [Next>]% 27" v 27 LET,

New Windows Server

Review

Apply

Summary

Credentials
Specify server credentials.
="

Select an account with local administrator privileges on the server you are adding. Use DOMAIN\USER
format for domain accounts, or HOST\USER for local accounts.
Credentials:

I"fi\ administrator (administrator, last edited: less than a day ago) V| | Add..

Manage accounts

Click Ports to customize network ports to be used by individual components.

< Previous Next > Finish | Cancel

18. [Apply]2 7Y v 7 L&,

New Windows Server

Review
E = Please review your settings and click Apply to continue.
=

Name Due to these modifications the following components will be installed or removed on the target host:
. Component name Status
Credentials
Transport will be installed
Apply
Summary
After you click Apply missed components will be installed on the target host.

< Previous Apply Finish Cancel

20
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19. [Next>]% 7" v 27 LET,

New Windows Server

Apply

Name
Credentials
Review

Summary

Please wait while required operations are being performed, this may take a few minutes.

Message Duration
() Detecting operating system

() Detecting OS version

(2 Creating temporary folder

(2 Package VeeamTransport.msi has been uploaded 0:00:05
() Package VeeamGuestAgent_x36.msi has been uploaded

() Package VeeamGuestAgent_x64.msi has been uploaded

(£ Package VeeamLogBackupService_x86.msi has been uploaded

() Package VeeamLogBackupService x64.msi has been uploaded

© Installing package Transport 0:00:24
() Deleting temporary folder

() Registering client WIN2019-VBRO1 for package Transport

) Discovering installed packages

(2 All required packages have been successfully installed

() Creating database records for server 0:00:15
() Detecting server configuration

() Creating configuration database records for installed packages

(V] Collecting disks and volumes info 0:00:10

) Microsoft Windows server saved successfully

< Previous Next > Finish

ance
20. [Finish]2 27 w7 L &7,
New Windows Server
Summary
You can copy the configuration information below for future reference.
Nairie Summary:
Microsoft Windows server '10.2.9.71" was successfully created.
Credentials OS version: Microsoft Windows Server 2019 Standard 64 £ - (10.0.17763 build:17763).
User: administrator
Review Hardware info:
Chassis type: Virtual (VMware)
Apply Cores count: 2
Components:
Transport using port 6162
< Previous Next Cancel

21
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21. [Apply]zZ ) v 7L EY,

New Pure Storage Array X

VMware vSphere
o Specify how this storage can be accessed by VMware vSphere backup jobs.

Protocol to use:

Name
[ Fibre Channel (FC)
Credentials ] iscsi
Volumes to scan:
Apply |Allvolumes , | Choose...
Summary Backup proxies to use: -
IAutomatic selection [ | Choose... |
Mount server:

110.29.71 (Created by WIN2019-VBRO1\Administrator at 2022/05/18 11:49.) | [Add New..

< Previous Apply Finish Cancel

22. [Next>]% 7 ) v 7 LET,

New Pure Storage Array X

Apply
o Please wait while required operations are being performed. This may take a few minutes...

Name Message Duration
. () Starting infrastructure item update process 0:00:02
Credentials g 2k
2 [10.2.9.71] Discovering installed packages 0:00:03
VMware vSphere 2 [10.2.9.71] Creating temporary folder
() Package VeeamMountService.msi has been uploaded 0:00:04

_ (£ Package VeeamDeploymentSvc.exe has been uploaded

(2 Package VeeamDeploymentDIl.dll has been uploaded

) Package VeeamGuestAgent_x86.msi has been uploaded

) Package VeeamGuestAgent_x64.msi has been uploaded

£ [10.2.9.71] Installing package Mount Server 0:00:29
2 [10.2.9.71] Deleting temporary folder

£ [10.2.9.71] Registering client WIN2019-VBRO1 for package Transport

£ [10.2.9.71] Registering client WIN2019-VBRO1 for package Mount Server

£ [10.2.9.71] Discovering installed packages

(2 All required packages have been successfully installed

Summary

() Detecting server configuration
) Creating configuration database records for installed packages
() Creating database records for storage
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23. [Finish]2 7 ) v 7L %7,

New Pure Storage Array

Summary %
o You can copy the configuration information below for future reference.

monitor the progress in the corresponding system session.

[ Run the storage infrastructure rescan when | click Finish

Name Summary:
Btorage FA-eval was created successfully
Credentials 0S: 6.2.7.
Connection options:
VMware vSphere User: pureuser
Apply After you click Finish, all selected volumes of storage FA-eval will be searched for VM files. You can

2E0CE)

24. Status #°[Success] TET L T\W5 Z ¥ 2 #A L T,

[Close]z 7 ") w7 LET,

2 LUN DB02_vol from volume DB02_vol is not a VMFS LUN, or the corresponding V... 0:00:04

ist of VMs on LUN DB02_vol.1 from snapshot DB02_vol.1 of volume DB02_vol ob...  0:00:03
) FlashArray FA-eval rescan completed

System X
Name: Storage discovery
Action type:  Storage Rescan Start time:  2022/05/18 2:55:40
Initiated by: ~ WIN2019-VBROT\Administrator Endtime:  2022/05/18 11:56:29
Log
Message Duration
") FlashArray FA-eval configuration refresh completed successfully 0:00:01

Close
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25. [Storage Infrastructure]-[Pure Storage]d[[»]127 ) v 7 LT, T4 L7 hNYHERINEZ

CEHERLIT,

4

1]
il
&
8

=

b

Edit Remove Rescan
e Storage Storage

Manage Storage Actions

Storage Infrastructure

© Pure Storage
4 SRFA-enl
> & Datastore_vol
% DBO1_vol
> &= DB02_vol

% Veeam_Repository

Home
Inventory

Backup Infrastructure

* Storage Infrastructure

Tape Infrstructure

Files

4volumes

&, Veeam_Repository
= DBO2_vol
DBO1_vol

w Datastore_vol

Reported Size
500 GB

1078

1024 G8

500 GB

n Backup and Replication

Q

Snapshots Count Last Snapshot

0 <nosnapshots>

1 2020/10/08 17:31
0 <nosnapshots>

0 <nosnapshots>

Connected to: localhost

Build: 11.0.1.1261 P2 Enterprise Plus Edition INFR: 266 days remaining

W _E T Pure Storage ® STORAGE INFRASTRUCTURE ¥ L TOEFAN T

teYEY,
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6.1.3. (L (ESHRATEE) Linux URI M) DESFFIR

I. [Backup Infrastructure]-[Backup Repositories]-[Add Repository]% 7 ') v 7 L £ ¥,

Veeam Backup and Replication

Backup Repository

=7 '=

= =

Add E Rescan
Repository fieposito

Bnage Repository | Tools

Name * Type Host Path Capacity Free Used Space

2= Default Backup Repository Windows. Win2019-VBROT ~ C\Backup 49468 112G

41 Scale-out Repositories
£ WAN Accelerators
23 Service Providers
4 (7 sureBackup
1 Application Groups
25, Virtual Labs
4 (% Managed Servers
{5 VMware vSphere
[F= Microsoft Windows

A Home

B |1ventory
@ Inventory

('fgg Backup Infrastructure
(€

rage Infrastructure
\@ Tape Infrastructure
[ Fies

1 repository Connected to: localhost  Build: 11.0.1.1261 P20220302  Enterprise Plus Edition  NFR: 261 di

2. [Direct attached storage]%® 7 ') v 7 LE ¥,

Add Backup Repository

Select the type of backup repository you want te add.

Direct attached storage
Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data
movers to run directly on the server, allowing for fastest performance.

Network attached storage
L Network share on a file server or a NAS device. When backing up to a remote share, we recommend that you
select a gateway server located in the same site with the share.

Deduplicating storage appliance
Dell EMC Data Domain, ExaGrid, HPE StoreOnce or Quantum DXi. If you are unable to meet the requirements of
advanced integration via native appliance API, use the network attached storage option instead.

W Object storage
i.” On-prem object storage system or a cloud object storage provider, Object storage can only be used as a Capacity

Tier of scale-out backup repositories, backing up directly to object storage is not currently supported.

Cancel
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[Linux]z 7"y 27 LEY,

@ Direct Attached Storage

Select the operating system type of a server you want to use as a backup repository.

Microsoft Windows
Adds local server storage presented as a regular volume or Storage Spaces. For better perfformance and storage
efficiency, we recommend using ReFS.

Linux
Adds local server storage, or locally mounted NFS share. The Linux server must use bash shell, and have SSH and
Perl installed.

Cancel

[Name]lZfEE D Repository 2= XA LT, [Next>1%7 w7 L F7,

Server

Repository
Mount Server
Review
Apply

Summary

New Backup Repository

Name
Type in a name and description for this backup repositery.

Name:

IPureStorage Repository{ll

Description:

Created by WIN2019-VBRO1\Administrator at 2022/05/23 17:06.

Cancel
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oy

Linux Y RY b 2i8mMLETNHT, [AddNew...]27 v 7L FT,

New Backup Repository
Server

Choose repositery server. You can select server from the list of managed servers added to the console.

Name Repository server:

Path Capacity Free
Repository

Mount Server
Review
Apply

Summary

< Previous Next > Finish

Cancel

[DNS name or IP address:]IC Linux Repository @ FQDN £ZIXIP 7 FLXEAAL T,

New Linux Server
Name
Q Specify DNS name or IP address of Linux server. The server must have SSH and Perl installed.
L

10.2.9.72|
SSH Connection o
Description:
Bevieat Created by WIN2019-VBRO1\Administrator at 2022/05/23 17:07.
Apply
Summary

< Previous Next > Finish Cancel
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[Add...]% 7w LZT,

New Linux Server X
SSH Connection
n Provide credentials for service console connection, and adjust secure shell (SSH) port number using advanced settings if
=) G required.
Name Credentials:

-m

Manage accounts

Review

Apply

Summary

Customize advanced connection settings, such as SSH and data mover ports Advance

< Previous Next > Finis} Cancel

[Add...]-[Single-use credentials for hardened repository...]% 7 ')

% TSingle-use credentials for hardened repository; %i#iR L =354, Veeam Backup &
Replication 120 74 Y IERIIFRGEINI LA, F/-074 VIERIE. Veeam T—F L—/N—H —

w7 LET,

EXERRXMIBEANTSBRICOAEAINITOTEF2)T12@LETEET,

New Linux Server X

SSH Connection
B& Provide credentials for service console connection, and adjust secure shell (SSH) port number using advanced settings if
= required.

Name Credentials:
v Add.. |
Manage accounts Linux account...
Linux private key...
Apply | Single-use credentials for hardened repository... |

Summary

Customize advanced connection settings, such as SSH and data mover ports

< Previous Next > Finish Cancel
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XAETIE, [veeam-admin]2ERAL ¥,

Credentials X
Username: |veeam-admin ‘
PaSSWOI'd: ............l @l

SSHport: |22 :

Non-root account

ate account pri

Add account to the sudoers fil

[] Use “su” if "sudo” fails

Description:

veeam-admin

10. [Next >]% 7Y w2 L&,

Linux ') /R b ') ® Username ¥ Password # AA LT, [OK]%27 ") v 7L F T,

New Linux Server

SSH Connection
Provide credentials for service conscle connection, and adjust secure shell (SSH) port number using advanced settings if

E& required.

Credentials:

[‘Q veeam-admin (veeam-admin, last edited: less than a day ago)

v [CAdd.. ]

Manage accounts

Review

Apply

Summary

Customize advanced connection settings, such as SSH and data mover ports

< Previous Next > Cancel

Advanced...
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1. SSHkey \ICBAT 2EENAHFZTH. TDF F[Yes]27 ) v 7L 3FT,

Veeam Backup and Replication

X

| 10.2.9.72 SSH key fingerprint: ssh-rsa 3072 82:5b:d4:73:d2:82:5d:77:2f:6f:80:43:97:67:3f:50
= Do you trust this server?

I Yes I I No

12. [Apply]2 7Y v 7 LET,

New Linux Server

X
Review

Q Please review your settings and click Apply te continue.

Name

Due to these modifications the following components will be installed or removed on the target host:
Component name
SSH Connection

Transport

Status

will be installed

Apply

Summary

After you click Apply missed components will be installed on the target host.

< Previous Apply

Cancel
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3. [Next>]% 7 ')

w7 LET,

New Linux Server

Apply

—
—|
—

f Please wait while required operations are being performed, this may take a few minutes.

Name Message Duration
SSH Connection %} Starting in_frastructuve item update ?ro.cess ) 0:00:02
) Checking if Veeam Data Mover service is supported by the Linux server
Review (2 Discovering existing Veeam Data Mover service
Q Installing Veeam Data Mover service 0:00:07
_ () Discovering existing Veeam Data Mover service
() Setting server certificate
SUmmaLy; () Resolving server certificate thumbprint
Q Setting client certificate
(2 Configuring Veeam Data Mover service
() Restarting Veeam Data Mover service
(v Testing Veeam Data Mover service connection 0:00:05
(0 Collecting hardware info 0:00:03
(V] Creating database records for server
) Linux server saved successfully
< Previous Next > Finish Cancel
|4. [Finish]¥ 27 v 7 L£7,
New Linux Server
Summary
Q You can copy the configuration information below for future reference.
Name Summary:
Linux host 10.2.9.72' was successfully created.
SSH Connection SSH options:
Credentials type: Single-use
Review User: veeam-admin
Elevate account privileges automatically: yes
Add account to the sudoers file: no
Apply : S
Use “su” if "sudo” fails: no
Chassis type: Virtual (VMware)
Cores count: 4
Components:
Transport using port 6162
< Previous Next Cancel
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I'5. [Next

>S50y o LET,

New Backup Repository

Server
Choose repository server. You can select server from the list of managed servers added to the console.

Repository server:

10.2.9.72 (Created by WIN2019-VBROT\Administrator at 2022/05/23 17:07.)

_ ~

-] (oo |

Path Capacity Free Populate
Repository
Mount Server
Review
Apply
Summary
| < Previous Next > Finish Cancel
6. [Browse...]# 7 ') w7 LZ ¥,
New Backup Repository X
~—— Repository
E Type in path to the folder where backup files should be stored, and set repository load control options.
=
Name Location
Path to folder:
Server || I | Browse.. |
== Capacity: <Unknown> Populat:
s Capacity: opulate

Review
Apply

Summary

W= Free space: <Unknown>

Mount Server

[] Use fast cloning on XFS volumes (recommended)
Reduces storage consumption and improves synthetic backup performance.

[7

[ Make recent backups immutable for: |7 2 | days

Protects backups from modification o} deletion by ransomware or hackers. GFS full backups are

made immutable for the entire duration of their retention policy.

Load control

Running too many concurrent tasks against the repository may reduce overall performance, and

cause |/O timeouts. Control storage device saturation with the following settings:

al

Limit maximum concurrent tasks to: 4 &

[[] Limit read and write data rate to: 1 2.1 MB/s

Click Advanced to customize repository settings.

< Previous

Advanced

Cancel
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|7. BRI L 7= [backup] 7 # LF EBIRL T, [OK]2 2y 7 LET,

Select Folder X

Folders:
s FA 102972 "
b bin
boot

cdrom
dev
etc
home
lib

11ib32
lib64
libx32
lest+found

| media

4 mnt
4 ; FlashArra~|'VoI

opt
proc

| root
run
sbin

New Folder Cancel

I 8. [Use fast cloning on XFS volumes(recommended)]ICFz v 7 L £ T,
XXFS DiE AL Fast Clone IC& 2 BBHIBN RN RAD 72, HRREL QY £,
T7AINYRT LEBRENFHMA 7T a VIIUTERRILI,
https://helpcenter.veeam.com/docs/backup/vsphere/backup_repository_block_cloning.ht
ml?ver=1 | Offfast-clone-for-linux-repositories

Edit Backup Repository X

Repository
Type in path to the folder where backup files should be stored, and set repository load control options.

Name Location
Path to folder:

Server /mnt/FlashArrayVol/backup

s Capacity: <Unknown> Populate
W= Free space: <Unknown>

Mount Server

Use fast cloning on XFS volumes (recommended)

Review educes storage consumption and improves synthetic backup performance.
fit [] Make recent backups immutable for: |7 3 | days
i Protects backups from medification or deletion by ransomware or hackers. GFS full backups are
made immutable for the entire duration of their retention policy.
Summary

Load control
Running too many concurrent tasks against the repository may reduce overall performance, and
cause |/O timeouts. Control storage device saturation with the following settings:

Limit maximum concurrent tasks to: 4

[[] Limit read and write data rate to: 1 £
Click Advanced to customize repository settings. [ Advanced
< Previous Next > Finish Cancel
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9. [Make recent backups immutable:]ICF z v 7 LT, [Next>]27') v 7L FT,
X¥ARETIH, 7724/ bD[Tdays]2ERLE T,

Edit Backup Repository

Repository A
Type in path to the folder where backup files should be stored, and set repository load control options,

Name Location
Path to folder:

/mnt/FlashArrayVol/backup

ws Capacity: <Unknown>

Populate
W= Freespace: <Unknown>

Mount Server

Use fast cloning on XFS volumes (recommended)

Review Reduces storage consumption and improves synthetic backup performance.

I Make recent backups immutable for: 7 2| daysl

Apply

Protects backups from mod?ication or deletion by ransomware or hackers. GFS full backups are
made immutable for the entire duration of their retention policy.
Summary

Load control

Running too many concurrent tasks against the repository may reduce overall performance, and
cause |/O timeouts. Control storage device saturation with the following settings:

Limit maximum concurrent tasks to: 4 !

[[] Limit read and write data rate to: 1 2

Click Advanced to customize repository settings. () Advanced

< Previous Next > Finish Cancel

20. [Next >]% 7 ) v 7 L£¥,

New Backup Repository
Mount Server

Specify a server to mount backups to when performing advanced restores (file, application item and instant VM recoveries).
Instant recoveries require a write cache folder to store changed disk blocks in.

Name Mount server:

10.2.9.71 (Created by WIN2019-VBROT\Administrator at 2022/05/23 14:49.) v | | Add New...
Server :

Instant recovery write cache folder:
Repository | C:\ProgramData\Veeam\Backup\IRCache\ Browse...

Ensure that the selected volume has sufficient free disk space to store changed disk blocks of instantly
recovered VMs, We recommend placing write cache on an SSD drive,

Review Enable vPower NFS service on the mount server (recommended) Ports...
Unlocks instant recovery of any backup (physical, virtual or cloud) to a VMware vSphere VM.
Apply vPower NFS service is not used for instant recovery to a Microsoft Hyper-V VM.
Summary
< Previous Next > Finish Cancel
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21. [Apply]zZ ) v 7L EY,

New Backup Repository

Review

<

E_:_ Please review the settings, and click Apply to continue.

Name The following components will be processed on server 10.2.9.71:
Component name Status

Server .
Transport already exists

Repository vPower NFS already exists
Mount Server already exists

Mount Server

Apply

Summary

[J Search the repository for existing backups and import them automatically

< Previous I Apply I Finish Cancel i

22. [Next>]% 7Y v 7L %7,

New Backup Repository

Apply
Please wait while backup repository is created and saved in configuration, this may take a few minutes,

Name Message Duration

Seroer () Starting infrastructure item update process 0:00:02
(2 [10.2.9.71] Discovering installed packages

Repository (£ [10.2.9.71] Registering client WIN2019-VBRO1 for package Transport

(2 [10.2.9.71] Registering client WIN2019-VBRO1 for package vPower NFS
) [10.2.9.71] Registering client WIN2019-VBRO1 for package Mount Server
) [10.2.9.71] Discovering installed packages

(2 All required packages have been successfully installed
_ () Detecting server configuration

) Reconfiguring vPower NFS service

Summary (2 Creating configuration database records for installed packages

(2 Collecting backup repository info

Mount Server

Review

(2 Checking write permissions for the repository folder...
() Creating database records for repository 0:00:05
(2 Backup repository has been added successfully

< Previous - Finish Cancel
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23. [Finish]2 7 ) v 7L %7,

New Backup Repository

Summary

You can copy the configuration information below for future reference.

Name Summary:

Linux backup repository 'PureStorage Repository' was successfully created.
Server

Mount host: 10.2.9.71

Repository Backup folder: /mnt/FlashArrayVol/backup
Write throughput: unlimited
Mount Server Max para]lel tasks: 4 )
Fast cloning on XFS volumes: disabled
Review Days of immutability: enabled for 7 days
Apply

24. configuration backup NRFEEZEET 53561, Yess 27 ) v 7L T,
AFETIE, 20 [Yes]E 2 v LET,

Veeam Backup and Replication

X

0 Change the configuration backup location to the newly created repository?

I Yes I I No
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25. Linux Y RY R Y piEmINiEZ v 2ERALET,

Veeam Backup and Replication

Backup Repository

Repository

Manage Repository | Tools
Backup Infrastructure Q
£ Bacip b Name T Type Host Path Capacit ce Used Space
5| Backup Repositories ezl Backio Bonccion Windows Win2019-VBROT  CABackup 494G8 11268
el REpOSItoNes EA PureStorage Repository Linux 1029.72 fmnt/FlashArrayVol/backup 4998GB  496.2 GB

Y
£ Scale-out Repositories
£ WAN Accelerators
3 Service Providers

4 (L, SureBackup

I, Application Groups
£h, Virtual Labs

4 (Z1 Managed Servers

VMware vSphere

[Fl= Microsoft Windows

FA Linux

1 repository Connectedto: localhost  Build: 11.0.1.1261P20220302  Enterprise Plus Edition  NFR: 261 days remaining

26. Linux Y RY MY H—nN—co 74> LTSSH 2 E%t L T 7,

veeam-admin@L i nux-Repository01:~$
veeam-admin@L i nux-Repository01:™§
veeam-admin@L i nux-Repository01:™$  sudo systemct! stop ssh

[sudo] veeam-admin /32 7 — Kt
veeam—admin@L i nux-Reposi tory01:~$
veeam-admin@L i nux-Repository01:"§ |]

W _E T Pure Storage ? Repository ¥ L TOEHFNET LR Y T,
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6.2. I\vO7PvT

Veeam I3 X FL =Y RFwFay b rE#ET L2 YICLY, REBSYCDRF Y TV ay MR
R z4EMEL. TRORBEZEBTL Iy I 7y 725l F T,

<HBHEMEOI L —YRFyvTyay bEERALENNY I 7Yy T>

vSphere BIENRBY > D/\y 77w TTIIREBYY>DR+y Fyay b ERALET, RE<
VIDRFY TV ay MERBFICERINSG, RARYERVRET A RINSENYITYTTF—9%
AE=LET, XY IPYTT—IE2REBTHIIIMNBEOTTH, 20T 1 AT NDEHEHN S5
A, 23w MZEE2DDY VMStun R ETSZRRr B 5 W->7-RBHHY FT, Veeam DX +
L=YRFyTyay FEEICLYREBYY R+ vy T yay b2 bL—VIcF 70— RFF 52 i
LY. 23y MEEREICET 3RBEEMET S LOTRETT,

AML=—YRFyTYay b 2ERLENYITY S BEDONYITYT

VM snap #EHHAR

I P 1/0 i |
/° i 1 / | VM snap #E3HAR i
g < >
>
B A B ]
VM snap VM snap VM snap VM snap
£33 IIv b £ a3y b
ZbL—Y ZbL=Y
2Fy T ay MER 2Fy Tvay IR

<HEMEEQR + v TV a vy bt - L —Y 32>

Ny IT7y TEHEOREBIEANDEE LR/ RICINA TRPO 2 X5 ICKET S-HIC. Veeam 1T R
TV Tay b A=A =YaPEWIRMNL—YRFYTVay VERYaTEERT S
TEz7,

AETIE., TRORT V21— LT\ I2T7yvT2RETSFIEL2HAL F T,

o HH2Z2EICRAML—YRFYTVaw brERLERAYITYTFVaTHET
e &HA | BEZYIIRFYTVay bt —4 AL —YarEFERALEANL—YRF YT
vaw bERYa TOET

22 BF 22 8§

23 B¥ 24 B§ R R R 17 B | 8 BF 19 BF 20 B 2| BF

| BF 2 BF 3 B
2F9F oo wi BSavd BSew BSEv S 2+ 7 27 2+ T 2T 2+v7 2497
syargrl 9% % % % % % % % % oz W79 r
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6.2.1. ANL—IRFTYTFVavhEERLIZIN\YITYDS

. Veeam Backup & Replication Console ®[HOME]-[Backup Job]-[Virtual machine...]Z= 7 ') v
70L%9,

Veeam Backup and Replication

Home

3 IR
=l = B0 B S
BackupfReplication CDP  Backup Copy  Failover Import
Job~l job-_Poiicy Copy~ Job~ Plan~ | Backup

¥ Virtual machine... yiliary Jobs | Restore | Actions

Windows computer... Q Type in an object name to search for All jobs
Linux computer.
W Mac computer Name 1 Type Objects  Status Last Run Last Result Next Run Target

L Unix computer.
i File share...

%ﬂ Inventory

(fgq Backup Infrastructure

\fg; Storag
Tape Infrastructure

[ Fies

Connected to: localhost  Build: 11.0.1.1261 P20220302  Enterprise Plus Edition  NFR: 260 days remaining

2. BEDONYIT7YTVaT2EANALT, [Next>]127)vILET,

New Backup Job X

Name
Type in a name and description for this backup job.

[

Virtual Machines

ﬁ Name:

IWin2019-01 -Backup|

Description:
Storage Created by WIN2019-VBRO1\Administrator at 2022/05/24 17:11.

Guest Processing

Schedule

Summary

[] High priority
Backup infrastructure resources are offered to high pricrity jobs first. Use this option for jobs
sensitive to the start time, or jobs with strict RPO requirements,

Next > Cancel
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[Add...]% 7w LZT,

New Backup Job X

Virtual Machines

Select virtual machines to process via container, or granularly. Container provides dynamic selection that automatically changes

- ; 5
m as you add new VM into container.

Name Virtual machines te backup:

Name Type Size Add.

Storage

Guest Processing Exclusions... |
Schedule

Summary

Total size:
0B

< Previous Next > Finish Cancel

Ny I 79T HERBTYCERIRLT, [Add]E 7Y v 7 LET,

Add Objects X

Select objects: E'lj
V. (?5"1 Hosts and Clusters
v [ 10.2.9.100
v E@ Datacenter
v E Cluster

> H 10.2.9.101
- Win2019-01

({1
<
?

l'*" Type in an object name to search for QI
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[Next>]27") w7 LFT,

New Backup Job

as you add new VM into container.

Virtual Machines
Select virtual machines to process via container, or granularly. Container provides dynamic selection that automatically changes
—ia

X

Name Virtual machines te backup:
Name Type Size Add...
(7IWin2019-01 Virtual Machine 50.0 GB o
Storage
Guest Processing Exclusions... 7‘
Schedule
+ Up
Summary $ Down
: Recalculate
Total size:
50.0 GB
< Previous Next > Finish Cancel
Backup repository #i#{R L F ¥,
New Backup Job X
Storage
Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= m job and customize advanced job settings if required.
Name Backup proxy:
|Automatic selection | Choose...
Virtual Machines

Backup repository:

IPureStovage Repository (Created by WIN2019-VBROT\Administrator at 2022/05/23 VI
= 496 GB free of 499 GB

Guest Processing

Map backup

Schedule Retention policy: 7 |2 |restore points v €

Summary [] Keep certain full backups longer for archival purposes Configure..

[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication,
block size, notification settings, automated post-job activity and other settings.

< Previous Finish Cancel
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7. [Advanced]%7')v 7L %7,

New Backup Job X
Storage
Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this

m job and customize advanced job settings if required.

Name Backup proxy:
Automatic selection

Choose...

Virtual Machines

Backup repository:

PureStorage Repository (Created by WIN2019-VBROT\Administrator at 2022/05/23 * v
Guest Processing = 496 GB free of 499 GB Map backup
Schedule Retention policy: |7 = e points v €

Summary ] Keep certain full backups longer for archival purposes configure..,

[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication,
block size, notification settings, automated post-job activity and other settings.
< Previous Next > Finis} Cancel

8. [Integration]¥ 7-[Enable backup from storage snapshots]®*F = v 7 N T\W5 2 ¥ 2 5ER
LT.ZnFF[OKIZZ7)wILET, XRML—YRFyvFYav bi2ERLENNVITY T %
FRALR VG, 2OFzvIe0 LT,

Advanced Settings " X

Backup Maintenance Storage Notifications vSphere] Integration §Scripts

Primary storage integration

Enable backup from storage snapshots I

Use storage snapshots (instead of VM snapshots) as the data source for this
job. Using storage snapshots reduces impact on the preduction
environment from VM snapshot commit.

[] Limit processed VM count per storage snapshot to 10 |=

By default, the job will process all included VMs located on the same
datastore from a single storage snapshot.

[] Failover to standard backup

Perform standard backup from VM snapshot if backup from storage
snapshot fails.

i kil Cancel
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9. [Next>]27Yvw7LZFT,

Name

Virtual Machines

Guest Processing

Schedule

Summary

New Backup Job X
Storage
Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files preduced by this

job and customize advanced job settings if required.

Backup proxy:

Automatic selection Choose...

Backup repository:
PureStorage Repository (Created by WIN2019-VBROT\Administrator at 2022/05/23 * v

§ 496 GB free of 499 GB Map backup

Retention policy: |7 :-:f restore points v (i ]

[] Keep certain full backups longer for archival purposes Co

[J Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication,
block size, notification settings, automated post-job activity and other settings.

< Previous Next > Finish Cancel

0. [Enable application-aware processing]ilF =z v 7 e AN E T,

New Backup Job

Name

Virtual Machines

Storage

Schedule

Summary

Guest Processing
= Choose guest OS processing options available for running VMs,

IE’ Enable application-aware processing I

Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the OS to perform required application restore steps upon first boot.

Customize application handling options for individual machines and applications | Applications... ‘
[] Enable guest file system indexing

Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is not required to perform instant file level recoveries.

Customize advanced guest file system indexing options for individual machines Indexing...

Guest interaction proxy:

|Automatic selection |

Choose...
Guest OS credentials:
| v Add..
Manage accounts
Customize guest OS credentials for individual machines and operating systems Credentials...
Verify network connectivity and credentials for each machine included in the job Test Now
< Previous Next > Finish | Cancel
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I 1. [Add...]-[Standard account...]& 7 ) v 7 LE ¥,

New Backup Job X
Guest Processing
Choose guest OS processing options available for running VMs,
Name Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
Virtual Machines configures the OS to perform required application restore steps upon first boot.
< Customize application handling options for individual machines and applications | Applications...
orage —
[] Enable guest file system indexing
Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is not required to perform instant file level recoveries.
Schedule
Customize advanced guest file system indexing options for individual machines f g
Summary Guest interaction proxy:
IAutomatic selection I | Choose...
Guest OS credentials:
| v|[ Add..
Manage accounts Standard account...
Customize guest OS credentials for individual machines and operating systems Linux account...
Linux private key...
Verify network connectivity and credentials for each machine included in the job TesSTIVOWw
< Previous Next > Finist Cancel

12. Xy 77y THEDEBET AT > b L/XRT—FEAALT, [OK]2Z7 v I LET,
X¥ARETIE, [administrator] %R L 3,

Username:  Jadministrator I Browse...
B k Password: oooooooooo.o| f‘\l
Description:

administrator
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3. [Next>]% 7" v 27 LET,

New Backup Job

X
Guest Processing
= Choose guest OS processing options available for running VMs,

Name Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
Virtual Machines configures the OS to perform required application restore steps upon first boot.
st Customize application handling options for individual machines and applications | Applications...
orage

[] Enable guest file system indexing

Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is not required to perform instant file level recoveries.
Schedule

Customize advanced guest file system indexing options for individual machines
Summary

Guest interaction proxy:

|Automatic selection

| Choose...
Guest OS credentials:
AT& administrator (administrator, last edited: less than a day ago) V| I Add... I
Manage accounts
Customize guest OS credentials for individual machines and operating systems Credentials...
Verify network connectivity and credentials for each machine included in the job Test Now
< Previous Next > Finish Cancel

| 4. [Run the job automatically]icF = v 7 E AT, [Apply]2 7 ) v 7L ET,
XAETI, 774/ +0HFR 22:00 €#RLTVWE T,

New Backup Job

X
Schedule
Specify the job scheduling options. If you do not set the schedule, the job will need to be controlled manually.
Name I [ Run the job automatically
Daily at this time: 22:00 S| |Everyda v Da
Virtual Machines ® By = =] [Everyday )
(O Monthly at this time: |22:00 > | | Fourth +8E8 Months
Storage
O Periodically every: 1 Hours Schedule..,
Guest Processing
Automatic retry
Retry failed items processing: 3 % times
Summary

Wait before each retry attempt for: |10 2 minutes

Backup window

[J Terminate job if it exceeds allowed backup window

If the job does not complete within allocated backup window, it will be
terminated to prevent snapshot commit during preduction hours.

< Previous Apply Finish Cancel
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5. KETIZY a 7EREZEICY 3 7HEIBEEITL E TDO T, [Runthe job when I click Finish]iZF = v
2% ANATC[Finish]2 7Y v 7 L& 7,

New Backup Job

X
Summary ’

= The job's settings have been saved successfully. Click Finish to exit the wizard.
Name Summary:

Name: Win2019-01-Backup
Virtual Machines Target Path: /mnt/FlashArrayVol/backup

Type: VMware Backup
Storage Enable application-aware processing

Source items:
Guest Processing Win2019-01 (10.2.9.100)

Command line to start the job on backup server:

"C:\Program Files\Veeam\Backup and Replication\Backup\Veeam.Backup.Manager.exe" backup
b52f2f22-12f9-44b5-bbe7-alcfcdfc2b9d

Schedule

| &4 Run the job when | click Finish |

< Previous Next Cancel

UETR ML=V RFYTYay b2ERALERNY I 7Y TRELIRTTY,
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6.2.2. AFvIFavbA—ZANL—3Y

2.

Veeam Backup & Replication

7Lij-0

Home

3 =

¥, Virtual machine.
[k Windows computer.
GA Linuxcomputer...
@ Mac computer.
[, Unix computer.
il Fileshare...
4 [3 Last 24 Hours
[ Success
=
[% Failed

@ Home
@ nventory

(faq Backup Infrastructure
(féﬁ Storage Infrastructure
Tape Infrastructure

E{] Files

S =
A

B[R & E
Replication CDP  Backup Copy  Restore Failover Import Export
job - | Job - Policy Copy~ Job~

Restore Actions
Name t Type Objects  Status Last Run Last Result NextRun
46} Win2019-01-Backup VMware Backup 1 Stopped 10 minutesago  Success 2022/05/2422:00

Veeam Backup and Replication

7 N
= =

Plan - Backup Backup

Connected to: localhost  Build: 11.0.1.1261 P20220302  Enterprise Plus Edition  NFR: 260 days remaining

REDNNYITYyTVaT2ENALT [Next>1227YvI70LFT,

New Backup Job

Name
Type in a name and description for this backup job.

[ Mame

1

Name:

Virtual Machines
Storage

Guest Processing
Schedule

Summary

IWin201 9-01-Snapshot| I

Description:
Created by WIN2019-VBRO1\Administrator at 2022/05/24 17:35.

[] High priority
Backup infrastructure resources are offered to high priority jobs first. Use this option for jobs
sensitive to the start time, or jobs with strict RPO requirements,

Next > I Cancel

Console »[HOME]-[Backup Job]-[Virtual machine...]= 7 ') v
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[Add...]% 7w LZT,

New Backup Job

Name

Storage

Guest Processing
Schedule

Summary

as you add new VM into container.

Virtual machines te backup:

X

Virtual Machines
Select virtual machines to process via container, or granularly. Container provides dynamic selection that automatically changes
—ia

Name

Type

Size

< Previous

Next >

Finish

Total size:
0B

Cancel

Ny I 79T HERBTYCERIRLT, [Add]E 7Y v 7 LET,

Add Objects

Select objects:

(]

v Fig 10.2.9.100

v (aé"i Hosts and Clusters

¥ Datacenter
v E& Cluster
> H 1029101

i Win2019-01

Q

Cancel
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5. [Next>]%7')wv7L%7,

New Backup Job X
Virtual Machines
Select virtual machines to process via container, or granularly. Container provides dynamic selection that automatically changes
= m as you add new VM into container.
Name Virtual machines te backup:
Name Type Size Add...
(71 Win2019-01 Virtual Machine 50.0 GB e
Storage
Guest Processing Exclusions...
Schedule
+ U
Summary 3 Dowr
Recalculate
Total size:
50.0 GB
< Previous Next > Finish Cancel

6. [Pure Storage Snapshot (Primary storage snapshot only)] &R L £ ¢,

XBEIINNYIT7vTL

[N

N

PURERINETH, AL —VEBTRGEMEBEETEEFE T2

TR+yTyay b fgETREL2Y) 9,

New Backup Job X
Storage
= Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
m job and customize advanced job settings if required.
Name
Automatic selection Ch
Virtual Machines
Backup repository:
IPure Storage Snapshot (Primary storage snapshot only) VI
Guest Processing Retention policy: |7 =] e points
Schedule
Summary
Advanced job settings include backup mode, compression and deduplication, 8} Advanced |
block size, notification settings, automated post-job activity and other settings. %
< Previous Next > ir Cancel
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[Retention policy] % #8E L T, [Next>]%27 ') v 7L F 7,

¥ [Retention policy]lE. Pure Storage O Eradicate #EFRTHAMICRIK T | BIX LA 23R E
K b5LHICHBELET,

New Backup Job X

Storage
&‘ Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
m job and customize advanced job settings if required.

Name

Automatic selection Choose
Virtual Machines

Backup repository:

Pure Storage Snapshot (Primary storage snapshot only)

Guest Processing

I Retention policy: 48 |2 estore points I

Schedule

Summary

Advanced job settings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings.

< Previous Next > Finish Cancel

[Enable application-aware processing]ilF =z v 7 e AN T,

New Backup Job X
Guest Processing
= Choose guest OS processing options available for running VMs,
Name I Enable application-aware processing I
etects and prepares applications for consistent backup, performs transaction logs processing, and
Virtual Machines configures the OS to perform required application restore steps upon first boot.
st Customize application handling options for individual machines and applications | Applications...
orage
Guest interaction proxy:
|Automatic selection | Choose...
Schedule Guest OS credentials:
| “|| Add..
Summary
Manage accounts
Customize guest OS credentials for individual machines and operating systems Credentials...
Verify network connectivity and credentials for each machine included in the job Test Now
< Previous Cancel
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[Add...]-[Standard account...]2 7 ) v 7 L ¥,

New Backup Job X
Guest Processing
= Choose guest OS processing options available for running VMs,
Name Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
Virtual Machines configures the OS to perform required application restore steps upon first boot.
Storage

Customize application handling options for individual machines and applications

Applications...
Guest interaction proxy:
|Automatic selection | Choose...
Schedule Guest OS credentials:
| v Add...
Summary

Manage accounts I Standard account...l
Customize guest OS credentials for individual machines and operating systems Linux account...

Linux private key...
Verify network connectivity and credentials for each machine included in the job

TESTTVOW

< Previous Next > Cancel

10. Xy 77y THEDEBET A > F /X227 —FEXNALT, [OK]EZ7 v LET,
X¥ARETIE, [administrator] %A L 3,

Credentials

Username: Jadministrator |

Browse...
= k Password: |eeeeesecsses) fa|
Description:
administrator
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1. [Next>]%27"Y v 2 LET,

New Backup Job X
Guest Processing
= Choose guest OS processing options available for running VMs,
Name [/ Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
Virtual Machines configures the OS to perform required application restore steps upon first boot.
< Customize application handling options for individual machines and applications | Applications... ‘
orage
Guest interaction proxy:
|Automatic selection | Choose...
Schedule Guest OS credentials:
[‘,‘;—% administrator (administrator, last edited: less than a day ago) v | | Add...
Summary
Manage accounts
Customize guest OS credentials for individual machines and operating systems Credentials...
Verify network connectivity and credentials for each machine included in the job Test Now
< Previous Next > Finish Cancel

| 2. [Run the job automatically]iZF = v 7 % A1 T, [Periodically every] %#3#iR L £ 7,
M¥AETIE, T74LFD[1][Hours]ZRIRLTVE T,

New Backup Job

X
Schedule
Specify the job scheduling options. If you do not set the schedule, the job will need to be controlled manually.
1
Name [ Run the job automatically
Daily at this time: 22:00 | |Everyd Days.
Virtual Machines O paity B,
(O Monthly at this time:  |22:00 > | | Fourth ThEg Months
Storage
I ® Periodically every: 1 ~ | | Hours v | Schedule... I
Gties: Erocessing O After this job: Win2019-01-Backup (Created by WIN2019-VBROT\Administrator at 20
Automatic retry
Retry failed items processing: 13
Summary

Wait before each retry attempt for: 10
Backup window

[ Terminate job if it exceeds allowed backup window

If the job does not complete within allecated backup window, it will be
terminated to prevent snapshot commit during preduction hours.

< Previous Apply Finish | Cancel
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13. [Apply]z 27 v 7L EY,

New Backup Job

Schedule
= Specify the job scheduling options. If you do not set the schedule, the job will need to be controlled manually.

Name Run the job automatically
Daily at this time: 22:00 7 | | Everyda Da
Virtual Machines L) Baiy Y
O Monthly at this time:  |22:00 % | |Fourth =] Me
Storage

@ Periodically every: 1 ~ | |Hours ~ | Schedule...

Guest Processing

O After this job: Win2019-01-Backup (Created by WIN2019-VBROT\Administrator at 2

Automatic retry
5 Retry failed items processing: 3 times
ummary - =
Wait before each retry attempt for: 10 5 minutes

Backup window
[] Terminate job if it exceeds allowed backup window

If the job does not complete within allocated backup window, it will be
terminated to prevent snapshot commit during preduction hours.

< Previous Apply Finisk

Cancel

4. KETIZY 2 7EREZICY 3 TEEIBEEIT L TD T, [Runthe job when I click Finish]iZF = v
2% \NATC[Finish]2 7Y v 7 L& 7,

New Backup Job

Summary
The job's settings have been saved successfully. Click Finish to exit the wizard.

Name Summary:

Name: Win2019-01-Snapshot
Target Path: Pure Storage Storage
Type: VMware Backup

Virtual Machines

Storage Enable ?pplication-aware processing

Source items:
Guest Processing Win2019-01 (10.2.9.100)

Command line to start the job on backup server:
Schedule

"C:\Program Files\Veeam\Backup and Replication\Backup\Veeam.Backup.Manager.exe" backup
8fab9fdf-0af1-4a12-b3f2-4c1ch85e222a

|4 Run the job when | click Finish |

< Previous Next - Cancel

UETRFY T Yay b= AL —Ya BT TT,
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6.3. b (BT RAAREE) Linux UIRI ) DFERR

b (FEFMATE) Linux VERIY MG, RNw 77y T T5— 95 ESHMITREICTE 2HEETT,
HETSSHICL B E— b7 I CREEMTE I EDTRET T, COMBELERT ST, Ny 7
7y 77— 9% Immutable(FRENREN LY, BEDH BB 5 DKREN SNy I Ty TT—9
TFHIENTEBLIFTRL, SMMEANEREH S ENTETT,

EERT

I & @ @ e
=
= XK=
Ill@&

(o —— | VBR # —/<— Wby KT b )

AZE T3, Veeam Backup & Replication D/ 7 7y TEBE T /77 > b Tk (F TH#ATEE) Linux
VR M) LRy 77y TTF— 9 ERBRTERVWZ L eHRALET,
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o —3

ESMATRERNY I T Y TT— 9 DERD = [Backups]-[Disk]h 573y 7 7
R L T, [Delete from Disk]# 7 ') v 7 L Z ¥,

Veeam Backup and Replication

Backup

A N A e £y N x

& El:! % o | [ (AN Q Odi=]

Instant _Instant Disk Entire Virtual VM Guest Application Amazon Microsoft Google = Export Del

Recovery Recovery VM Disks Files Filesw fems+  EC2 Awurelaass CE | Backuflfrom Disk
Restore Restore to Cloud Actions

Qteda

Job Name T Creation Time Restore Points. Repository Platform
4 @winoo Backup 2022/05/2417:24 PureStorage Repository VMware
2022/05/2417:25 1

[ Success
(% Failed

A Home

EEJ Inventory

s sackup infrestructure
@

rage Infrastructure

(& Tepe infrastructure
[ s

Build: 11.0.1.1261 P2022C NFR: 260 days remaining

Enterprise Plus Edition

1 backup selected Connected to: localhost

[Yes]Z 7 ') w7 LET,

Veeam Backup and Replication

Delete machine from backup?

No

Yes I

o —»

v T

g ER
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3. Warning TTLETNT, D F F[Close]z 7 ') v 7L ET,

Removing backup

Status:
Start time:

Name:
Action type:

Backup Deletion Job
Backup Deletion
WIN2019-VBROT\Administrator

Warning
2022/05/24 17:45:30
2022/05/24 17:45:47

Initiated by: End time:

Log

Message
./ Starting backup deletion job
Preparing objects for deletion
) Building tasks list
I/ Processing backup 1 out of 1 (100% done)
) [Win2019-01] Backup has been removed successfully
1. Unable to delete 1 immutable backups for VM: Win2019-01.
1. Backups can be deleted after 2022/05/31 18:02
() PureStorage Repository: 0 deleted, 0 skipped, 1 warned, 0 failed
1. Job finished with warning at 2022/05/24 17:45:47

Duration

0:00:14
0:00:12

Close

[Backups]- [Disk]® 7 ') v 7 L7,

Ny JF7y TEBETHI R TENY ITY T T—IDBEIBRTERVW EHERTEZET,

m Backup and Replication

Backup

By 5 2005 5 o O 22X

Instant  Instant Disk Entire Virtual VM Guest Application Amazon Microsoft Google Export Delete
Recovery Recovery VM Disks Files Files~ Items~ EC2 Azurelaas CE  Backup from Disk
Restore Restore to Cloud Actions

Home Qs snabiodti

Job Name *

Creation Time
2022/05/2417:24
2022/05/2417:25

i Last 29 Hours

[ Success
[ Failed

A Home

L.%E Inventory

\fga Backup Infrastructure
& storage infrastructure

& Tape Infrastructure

[ Fies

1 backup selected

Connected to: localhost

Restore Points Repository Platiom

PureStorage Repository VMware

1

Build: 11.0.1.1261 P20 Enterprise Plus Edition  NFR: 260 days remaining

VRV b OBERIIET T,
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6.4. SureBackup

SureBackup &, H5WENY IT7YTRLTYA, R+vT¥ay bR N7 EAEICKRIET
22T, VRN T7HEDEBEETALEITET, T, LTI TICHTENYITYTORFX v 4
ENBENMEICE > T, SoH LD T7EHELEL) R N T7TOREMEHEERL T T,

Sure Backup ¥ 3 7#fEm L T, &H 23: 30
LRHFNDZAIL—Y R+ Y TVay to

22 BF 22 B

Malware scan % ®1T

23 B¥ 24 B 17 B | 8 B 19 B 20 B 2| B

| B 2 BF 3 B
2F9T 2+97|M 2+ 7R 2Tl 2 T 27 2+ 7l 2+ 7R 2+ 7 27 27 2H9T
oryrl| 2% nH 253 253 nH 2% (25 N (25 (25 8y TS

ARETIE. Application Group ¥ Virtual Lab ®fER. SureBackup Va3 724k L TEHAH (&R
23:30) |2 Application Group % Malware scan ¥ 5 FIE%EEAL £ F,
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6.4.1. Application Group D{ER

I. Veeam Backup & Replication Console @ [Backup Infrastructure]-[Sure Backup]-
[Application Groups]% 7 ') v 7 L%,

Application Group

Add  Edit
Group
Manage Application Group

Backup Infrastructure

Name

B Backup Proxies

Backup Repositories
Extemal Repositories
Scale-out Repositories
£5 WAN Accelerators

£ Cenice Droyigers
Virtual Labs
Managed Servers
> ¥E VMware vSphere
L. Microsoft Windows
EA Linux

A Home

5
7 Inventory

l’gi Backup Infrastructure I

Storage Infrast

Application Group

Backup Infrastructure

B Backup Proxies
£ Backup Repositories

External Repositories
{541 Scale-out Repositories
£5 WAN Accelerators
ervice Providers
(5 SureBackup
(5, Application Groups
25, Virtual Labs
%1 Managed Servers
> & VMware vSphere
.« Microsoft Windows

N

a

nventory

\‘fgg Backup Infrastructure
@ storage Infrast
\% Tape Infrastructure

5 Fis

VM Count Description

Veeam Backup and Repl

Description

Connected t

Veeam Backup and Replication

Connected t Plus Edition
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FEBEDINL—TEZEANALT, [Next>]%27) v 7L FT,
X ARE T, [Application Group]¥ L TWE 7§,

New Application Group X
Name
& Type in a name and description for this application group.
|—
Application Group|]
Virtual Machines .
Description:
Summary Created by WIN2019-VBRO1\Administrator at 2022/05/30 13:13.
< Previous Next > Finish Cancel
[Add...]-[From storage snapshots...]2 7 ') w7 L £ 7,
New Application Group X

Typically, any application group should contain at least domain controller, DNS server and DHCP server.

Name Application group VMs:

Virtual Machines
& Application group defines virtual machines running production applications which other virtual machines are dependent on.

VM Role Memory Source

Summary

Add.. |

From backups...

From replicas...

IFrom storage snapshots‘..l

< Previous Next > Finish

Cancel
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ITIN—TIZEURBY Y > %BIRL T, [Add)27 ) v 7L ET,

Select VM X
Select object:
Job name Last restore point Objects Restore points
4 % Datactore vol (Pur... 2022/05/23 16:22:14 1
151 Win2019-01 less than a day ago (... 7
B~ peinan o q

RV > hiemI N L EHRL T, [Next>]E7) v 7 LE T,

KAETITEEL AL, Verification Options THMRREE T 256XRETY > 2RIRL
T[Edit]® 7 v I LET,

New Application Group

Name

Summary

Typically, any application group should contain at least domain controller, DNS server and DHCP server.

Application group VMs:

Virtual Machines .
& Application group defines virtual machines running production applications which other virtual machines are dependent on.

vM Role Memory Source
Win2019-01 <Nat specified> 100% Storage snapshot
< Previous Next >

Add...

Cancel
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[Finish]¥ 27 Y w7 LZ7¥,

New Application Group

Summary

Name

Virtual Machines

Please review the application group settings, and click Finish.

Summary:

lapplication group was successfully created.

Name: 'Application Group'

Description: ‘Created by WIN2019-VBRO1\Administrator at 2022/05/30 13:13.'
Virtual machines:

'Win2019-01' roles not specified

Application Group

Group
Manage Application Group

Backup Infrastructure

B Backup Proxies

ackup Repositories
External Repositories
{51 Scale-out Repositories
£» WAN Accelerators

] Service Providers

S

(i SureBackup
(., Application Groups
&b, Virtual Labs

(Z1 Managed Servers
€& VMware vSphere

.

A Home
S inventory
(33 Backup nfrastructure

rage Infrastructure

3 Tape Infrastructure

[ Fies

Veeam Backup and Replication

Platform VM Count Description
VMware 1

W _E T Application Group DERKIZET T,

Created by WIN2019-VBRO1\Administrator at 2022...

prise Plus Edition

NF

61



SB C&S

6.4.2. Virtual Lab OfER

AETIE, TROMWREL S LI Virtual Lab 2EK L T

10.2.9.75

RNy b7 —7

N\,
1
1
1
1
1
1
1
1
1
1
!
’

Virtual Lab

IPRRAL—FK Ly

C

10.2.9.75
10.2.100.75

Proxy 7 7’54 7 > X

10.2.9.110

rugosvar
2y bh7—=7

10.2.9.75

10.2.9.X/24
vSwitch

10.2.9.X/24

Veeam Backup & Replication Console ® [Sure Backup]-[Virtual Labs]- [Add Virtual Lab] %

7Yy 7LET,

Add [l Connect
Virtual LabflVirtual Lab Virt
Manage Virtual Lab

Backup Infrastructure

H Backup Proxies
ackup Repositories.
ternal Repositories
ale-out Repositories
/AN Accelerators

4 (Z) Managed Servers

> & VMware vSphere
[Fla Microsoft Windows
EA Linux

A Home
[E;E Inventory
(%3 Backup Infastructure

Storage Infrastructure
Tape Infrastructure

@ Files

Name T

ackup and Replication

Platform Description

Connected to: localhost

Build: 11.0.1.1261 P2

Enterprise Plus Edition  NFR: 254 days remaining
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2. B0 VirtualLab £ XA LT, [Next>]27')wI7LET,
XAETIE, [Virtual Labl¥ LTWE 7,

New Virtual Lab X

Name
& Type in a name and description for this virtual lab.

Virtual Lab|

Host .
Description:

Datastore Created by WIN2019-VBRO1\Administrator at 2022/05/30 13:20.

Proxy

Networking

Ready to Apply

Applying Configuration

< Previous Next > Finish Cancel

3. REZY>ERET % VMware ESXi KX L %3BIR L F IO T, [Choose...]& 7' v I LET,

New Virtual Lab X

Host
&] Choose the virtualization host to run virtual machines on, as well as the resource pool and the VM folder to place them into. The
El virtualization host can be standalone, or part of a cluster.

Name Host:

| | Choose.. |

E‘? <Host not set>

Datastore Resource pool:
Virtual Lab
P
104y Folder:
Networking Victial ik
Configure...
Ready to Apply 5

Applying Configuration

< Previous Next > Finish Cancel
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R~ > EBHATSESXi RX FEBRL T [OK]ZZYY w7 LET,

Select Host X
Select host: @)
v (G Hosts

v g 10.2.9.100
v [Eg Datacenter
v Ed Cluster

Ig + Type in an object name to search for Ql

ESXi R 2 FASBIRS N2 L #BEAL T, [Next>]27 v LET,

KR IET 7AW ETY) Y =R T =LY 7 #ILFH Virtual Lab & TH IR NER X
NEZDTREIZIEL T Configurey 27w I L)Y —RT—ILE 74 LT EERELTLEIN,

New Virtual Lab X

Host
Choose the virtualization host to run virtual machines on, as well as the resource pool and the VM folder to place them into. The
@ virtualization host can be standalone, or part of a cluster.

Name Host:
L . [1029.01 | [ choose... |
= £i4 2 VMs running of 2 total
Datastore Resource pool:
Virtual Lab
Proxy
Folder:
Networking Vi tual Lab
Configure...
Ready to Apply

Applying Configuration

< Previous Next > Cancel

64



SB C&S

[Next>]27") w7 LFT,

New Virtual Lab X

Datastore
& By default, changed blocks are stored in the vPower NFS cache. You may select a different datastore for performance or capacity
@z] reasons, however this may disable Storage vMotion for the VM (Quick Migration will still be available).

Name [[] Redirect write cache

Host Click Choose to pick the datastore Ch

Proxy

Networking
Ready to Apply

Applying Configuration

< Previous Next > Finish Cancel

Proxy 775 A7 >AD2y hT7—JREETVWETNT, "Configure; 7)) v 7L ET,

New Virtual Lab X

Proxy
&] Configure proxy appliance to be used for this virtual lab. Proxy appliance is required to enable functionality such as automated
@ recovery verification and universal application item restore (U-AIR).

Name The proxy appliance provides Veeam Backup server with access to virtual machines running in the
isolated virtual lab. Without proxy appliance, recovery verification and item restore operations can only
Host be perfformed manually, through the VM console.

Use proxy appliance in this virtual lab (recommended)

Datastore

Name: Virtual_Lab Edit...
Datastore: datastore1
Production network: VM Network

HNewoiking IP address: Obtain automatically

Ready to Apply DNS server: Obtain automatically

[] Allow proxy appliance to act as internet proxy for virtual machines in this lab
HTTP port 8080 =

Applying Configuration

< Previous Finish Cancel

65



SB C&S

8. IP7FRLRIEProxy 77547 YRHPT0F I a>rxy bI—JIC8ERKT 50D IP 7L
ENALET, X709 72a>xy b 7T R BREBIAVFEEET 535514 "Browses %
7UvI7LET,

Network Settings X

Settings

Production network:
lVM Network Browse...

(O Obtain an IP address automatically
® Use the following IP address

IP address: 0. 2 . 9 .110 {
Subnet mask: 255 2555255 % 0
Default gateway: 10: .. 2 . 19« ]

Obtain DNS server address automatically
® Use the following DNS server address
Preferred DNS server: 0. 2 . 9 .61

Alternate DNS server:

9. [OK]zZ7Y)wv7L%Y,

Network Settings X

Settings

Production network:
IVM Network Browse...

(O Obtain an IP address automatically
® Use the following IP address

IP address: 0. 2 . 9 .110
Subnet mask: 255 ::255::255 v 0
Default gateway: 0 . 2 5 i9 « 3

Obtain DNS server address automatically
® Usethe following DNS server address
Preferred DNS server: 0. 2 . 9 .61

Alternate DNS server:
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10. [Next>]% 27" v 27 LET,

New Virtual Lab X

Proxy
ﬂj Configure proxy appliance to be used for this virtual lab. Proxy appliance is required to enable functionality such as automated
@Z‘ recovery verification and universal application item restore (U-AIR).

Name The proxy appliance provides Veeam Backup server with access to virtual machines running in the
isolated virtual lab. Without proxy appliance, recovery verification and item restore operations can only
Host be performed manually, through the VM console.
Use proxy appliance in this virtual lab (recommended)
Datastore =
Name: Virtual_Lab Edit...
Datastore: datastore1
Production network: VM Network
Heworking IP address: 102.9.110
Reaty to Anchy DNS server: 10.2.9.61
Applying Configuration [] Allow proxy appliance to act as internet proxy for virtual machines in this lab

(8080 2

< Previous Next > Finish Cancel

1. VirtualLab® % b7 — 73R E % 1T F T DT, TAdvanced single-host (manual configuration)

ZBIRLT "Nexts 57 vI70LET,

New Virtual Lab X
Networking
Specify whether the virtual machines to be run in this virtual lab are connected to a single, or multiple production networks,
Name (O Basic single-host (automatic configuration)
Automatic configuration of virtual lab networking. Isolated network is created using parameters of
Host network that the Veeam Backup server is located in, which is assumed to be production network.
Recommended option for configurations with a single production network.
Datastore
Proxy @ Advanced single-host (manual configuration)

Manual configuration of virtual lab networking. Recommended for advanced scenarios, when some
production virtual machines have dependencies on virtual machines located in different networks.
This option also enables access to additional networking configuration settings.

Isolated Networks

Network Settings O Advanced multi-host (manual configuration)
Manual configuration of virtual lab networking that enables creation of virtual labs spanning

Static Mapping multiple hosts, enabling for virtual labs for replicas located on different hosts with non-shared
storage. This option leverages Distributed Virtual Switch (DVS) available in Enterprise Plus edition of
VMware vSphere.

Ready to Apply

Applying Configuration

< Previous Next > Finish Cancel
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| 2. Virtual Lab TIEA T 5f@8 X 417~ vSwitch DEREZTVET, T 724+ TTORd 7> a>xy
b7 =7 DERNIEDLLE R VSWitch MERINETOT, AETEZNFE E[Next>]%2 7Y w7 L
F9, XLTETSHEEIT TEdity) 272YVvI70LFT,

New Virtual Lab

Isolated Networks
& Specify isolated networks to be created in this virtual lab, and how they map on production networks.

Name Network mapping:
Production network Isolated network ~ VLAN ID Add...
Host VM Network Virtual Lab VM N... 0 .
Datastore
em
Proxy
Networking

Network Settings

Static Mapping
Ready to Apply

Applying Configuration

< Previous Next > Finisk Cancel

3. Proxy 7754 7> A5#T % Virtual Lab o2y b7 — 7 DREEITVETH T, [VNICI]-
[Edit..]% 7Y v 7 LET,

New Virtual Lab

X
Network Settings
&] Specify how isolated networks should be connected to proxy appliance VM.
Name Connect each isolated network to proxy appliance VM, as you would connect your physical networks to
a router. Network masquerading will allow access to virtual lab VMs from production environment.
Host Proxy appliance connectivity:
Datastore S:-?IC Isolated network Masquerade IP Appliance IP DHCP Add...
CIvNICT Virtual Lab VM...  11.xxx 10.0.0.1 Yes -
by | Edit. |
Remove
Networking

Isolated Networks

Static Mapping

Ready to Apply

Applying Configuration

< Previous Next > Finish Cancel
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| 4. Proxy 7 7°54 7 > X4 Virtual Lab ADREZY 95 R 3 LIL—FDRENIGL > TV S8,
BETBIP PRLRIETF 74L M= b9z A4 LTEELES, $/-, 7oy s a>zy b
7 =255 Virtual Lab IC7 7€ XT3N IPYRAL— RTERT S 72y FbabtE T
EFLET,

vNIC Connection Settings
S0 Virtwal NIC
(Eui]

Choose isolated network to connect this vNIC to:
Virtual Lab VM Network (VM Network)

Proxy appliance IP address in the isolated network (typically the
same as gateway IP address in the corresponding production

network):
IP address: 0 . 2 g . 1
Mask: 255" .. 259 . 258 0

Masquerade network address for accessing virtual machines
running in this virtual lab from production network:

IPaddress:I 10 || 2 || 100' D

Enable DHCP service on this interface DNS Servers

| 5. [Enable DHCP service on this interface]®F v 7 %4 LT, [OK]ZZ7 ) w7 L ET,

vNIC Connection Settings
0] Virtual NIC
L001]

Choose isolated network to connect this vNIC to:
Virtual Lab VM Network (VM Network)

Proxy appliance IP address in the isolated network (typically the
same as gateway IP address in the corresponding production

network):
IP address: 0 . 2 g . 1
Mask: 255" .., 295, . 253 0

Masquerade network address for accessing virtual machines
running in this virtual lab from production network:

Paddress | 10 |[[ 2 [[ 100 | D

E Enable DHCP service on this interface I

Cancel
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l6. [Next>]% 7" v 27 LET,

New Virtual Lab X

Network Settings
&I Specify how isolated networks should be connected to proxy appliance VM.

Name Connect each isolated network to proxy appliance VM, as you would connect your physical networks to
a router. Network masquerading will allow access to virtual lab VMs from production environment.
Host Proxy appliance connectivity:
Ditastore E\glc Isolated network Masquerade P Appliance IP DHCP | Add.
vNIC1 Virtual Lab VM... 10.255.255.x 10291 No -
e | Edt. |
| Remove |
Networking

Isolated Networks

Static Mapping

Ready to Apply

Applying Configuration

< Previous Next > Finish | Cancel

17. [Next >]£ 2 w7 LET,

New Virtual Lab X

Static Mapping
Define IP address mapping between production and isolated networks for specific IP addresses. Coupled with the corresponding
@ DNS updates, this will provide convenient access to specific virtual lab VMs for scenarios such as user directed recovery.

Name Static IP address mapping makes corresponding virtual lab VMs accessible from any computer in the
production environment. This enables implementation of unique capabilities such as user directed

Host universal application item restore (U-AIR), developer access to previous copy of database, and other.
[] Define static IP address mapping

Datast

SRS Isolated IP Access IP Notes Add
Proxy E'II’Y
Networking

Isolated Networks
Network Settings
Ready to Apply

Applying Configuration

< Previous Next > Finish | Cancel
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18. [Apply]z 27" v 7L EY,

Edit Virtual Lab

[(masa]

Name

Host

Datastore

Proxy
Networking
Isolated Networks
Network Settings
Static Mapping

Applying Configuration

Ready to Apply
&I Please review the settings for correctness, and click Apply to continue.

Virtual lab will be created with the following parameters:

Lab name: Virtual Lab
ESX name: 10.2.9.101
Appliance:

Name: Virtual_Lab

Pool name: Virtual Lab
Folder name:  Virtual Lab
Production network name: VM Network
IP: 10.2.9.110
Subnet mask:  255.255.255.0
Default gateway: 10.29.1
DNS:
Preferred:  10.2.9.61
Alternate:

Network configuration type: advanced single-host

Network options:

Isolated network: Virtual Lab VM Network
Masquerade IP: 10.2.100.0
Appliance IP:  10.2.9.1
DHCP: disabled

< Previous Apply Finish Cancel
19. [Finish]£ 27 ) v 27 L&,
New Virtual Lab
Applying Configuration

&] Please wait while required changes are applied, and virtual lab testing is performed.

Name Log:

. Message Duration

t
= ) Virtual lab deployment started at 2022/05/30 13:32:19

Datastore () Getting infrastructure info
(v] Creating VM folder 'Virtual Lab*

Proxy ) Creating virtual switches

" (V) Creating port groups

hetworkirig ) Copying proxy appliance files 0:00:33
= > = :00:

leotsted Networks (V] Upd_atln‘g VMX file » 0:00:08
() Registering proxy appliance 0:00:02

Network Settings ) Configuring proxy appliance network settings 0:00:04
(2 Virtual lab has been created

Static Mapping (2 Saving virtual lab configuration 0:00:02

Ready to Apply
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20. Virtual Lab #3Bns N2 L %A L F T,

Veeam Backup and Replication

Virtual Lab Virtual Lab
Manage Virtual Lab

Backup Infrastructure

Host

10.2.9.101 VMware Created by WIN2019-VBRO1\Administrator at 2022...

Description

Backup Proxies
Backup Repositories
Extemal Repositories

Scale-out Repositories
£5 WAN Accelerators

/2 Service Providers
(1 SureBackup
(5 Application Groups
b, Virtual Labs
4 () Managed Servers
{5 VMware vSphere
[F2= Microsoft Windows
EA Linux

.

A Home

/8 Inventory

(33 Backup nfrastructure

Storage Infrastructure
@ Tape Infrastructure

E“ Files

nnected to: localh Build: 11, se Plus Edition  NFR: remaining

WAL T Virtual Lab OfERKIZET T
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6.4.3. SureBackup I3 T DIERREEIT

vSphere...]% 7' v 7L %7,

Veeam Backup and Replication

Home
= 2.
v Bgasi@lra 2
= 2= 5 [T = = =
Backup Replication CDP  Backup CopylfSureBackupll Restore Failover Import Export
Job~  Job~ Policy Copy~ Job Job ~ - Plan~  Backup Backup
Primary Jobs Ausiliall (% Viware vSphere... Actions
Home Q Type in an object name to search fo Alljobs
Name T Type Objects Status Last Run
8} Win2019-01-Backup  VMware Backup 1 Stopped 15 hours ago
1 Stopped

Snapshots
¥, Disk

4 [ Last24 Hours
[ Success
[ Warning

T e——

[ Fies

2. £E® SureBackup Y3 7&EANAL T, [Next>]27) v 7L FT,

46} Win2019-01-Snapshot  VMware Backup.

Connected to: localhost

Last Result

Success

34 minutesago Warning

Build: 11.0.1.1261 P20220302

Next Run
2022/05/3022:00
2022/05/3014:00

Enterprise Plus Edition

Veeam Backup & Replication Console @ [Home]-[Jobs]-[SureBackup

Target
PureStorage Repository
Pure Storage Snapshot

Job]-[VMware

NFR: 254 days remaining

New SureBackup Job X
Name

CE Type in a name and description for this SureBackup job.

‘wﬁlﬁ ﬂ Name:

— ISureBackup Job| I
Virtual Lab F
Description:
Application Group Created by WIN2019-VBRO1\Administrator at 2022/05/30 13:35.
Linked Jobs
Settings
Schedule
Summary
Cancel
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[Virtual Lab]o @i TR L 7z Virtual Lab %&3#R L T,

[Next>]%27 ") v 7L FT,

New SureBackup Job
Virtual Lab
CEE Choose the virtual lab to run this job in.
Name Virtual lab:

Created by WIN2019-VBRO1\Administrator at 2022/05/30 13:20.

Application Group

Virtual lab info
Linked Jobs Host: 10.2.9.101 Datastore:  datastorel
Total VMs: 3 total Capacity: 147TB
Settings Running VMs: 2 running Freespace: 13TB
Schedule
Summary

< Previous Next > Finisk

sh Cancel

[Application Group]DE&B TR L7 77— a>7IL—T%BIRL T, [Next >]%7 ") v

JLEY,

New SureBackup Job

Application Group
CE Choose the application group for this job and verify that all required backups are available.

Name Application group:

Virtual Lab

Created by WIN2019-VBRO1\Administrator at 2022/05/30 13:13.

Application group info:

Linked Jobs M Role Source
§ Win2019-01 <Not specified> Storage snapshot
Settings
Schedule
Summary

Source Status
OK (less tha...

[] Keep the application group running after the job completes

recovery for virtual machines in this application group.

This option enables performing additional manual verification, or user-directed application item

< Previous Next > Finish Cancel
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AETIE Application Group % Malware scan LE IO T, TDhF E[Next >)27 ) w7 LFET,

New SureBackup Job

Linked Jobs
c Select one or more jobs to link to this SureBackup job. All virtual machines from the selected backup jobs will be processed
&] sequentially once the specified application group is initialized.

Name O Link jobs

Virtual Lab Name Role Ping Heartbeat

Application Group

Settings

Schedule

Summary

w

< Previous Next > 5 Cancel

[Scan the selected restore point for malware]lZ+ = 7 L T, Application Group % Malware

scan U 9 ®»T[Skip application group machines from malware scan]®F v 7 #45hL £,
MEMDTILI T T7HHE I 7112 Malware scan % #5173 535414, [Scan the entire image]

I2FzvZ0LFET,

New SureBackup Job
Settings
CE Choose recovery verification job settings.
Name Backup file integrity scan
[] Validate entire virtual disk content (detects silent data corruption)
Virtual Lab . S
Application Group Malware scan
: I Scan the selected restore point for malware I
Linked Jobs

[] Scan the entire image

Continue scanning remaining files after the first malware has been found.
ID Skip application group machines from malware scanl

Notifications

Schedule

Job session results are saved in SureBackup job session history. In addition, you can configure
e-mail and SNMP notifications.

[ Send SNMP trap

[[] Send e-mail notifications to the following recipients:

Summary

Type in one or more e-mail addresses separated by semicolon

< Previous Next > 5 Cancel
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7. [Next>]%7'Yv27LET,

New SureBackup Job X
Settings
CEE Choose recovery verification job settings.
Name Backup file integrity scan
[] Validate entire virtual disk content (detects silent data corruption)
Virtual Lab Uiy S

Application Group Malware scan

Scan the selected restore point for malware
Linked Jobs s
[] Scan the entire image

Continue scanning remaining files after the first malware has been found.
[] Skip application group machines from malware scan

Schedile Notifications
o Job session results are saved in SureBackup job session history. In addition, you can configure
Y e-mail and SNMP notifications.

[ Send SNMP trap
[] Send e-mail notifications to the following recipients:

Type in one or more e-mail addresses separated by semicolon

< Previous Next >

Finish Cancel

[Run the job automatically]iZF = v 714, Daily at this time:1Z[23:30]¥ XA L T[Apply] & 7
Vw2 LET,

Edit SureBackup Job [SureBackup Job]

Schedule
CE Specify scheduling settings if you want this SureBackup job to run periodically in an automated fashion.

Name I [ Run the job automatical! I

Virtual Lab | ® Daily at this time: [23:30 = | v Everyday v Days
istime:  122:00 = Months
Avplication Gisiin (O Monthly at this time:  {22:00 Fourth T8/ nth
(O After this job: Win2019-01-Backup (Created by WIN2019-VBROT\Administrator at 2
Linked Jobs
Settings
Wait for backup jobs
_ [A If some linked backup jobs are still running, wait for up to: ;180 :5; minutes
Summary

< Previous Apply Finish Cancel
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9. RETIIYaTEREZEICY 3 TE2EBEEITL E TD T, [Runthe job when I click Finish]iZF = v

7% A\MUC[Finish]2 7Y v 7 LZ 7,

New SureBackup Job

Summary
CE Please review the SureBackup job settings, and click Finish.

Run the job when | click Finish I

Name Summary:

) SureBackup job was successfully created.
Virtual Lab Name: 'SureBackup Job'

Description: ‘Created by WIN2019-VBROT\Administrator at 2022/05/30 13:35."

Application Group Virtual Lab name: 'Virtual Lab'
Linked Jobs
Settings
Schedule

Veeam Backup and Replication

- EEEEE

Backup Replication CDP  Backup Copy SureBackup | Restore Failover Import Export
Job~  Job~ Policy Copy~ Job~ Job~ - Plan~  Backup Backup
Primaty Jobs Auxiliary Jobs Restore Actions

Home

Name 1 Type Objects

48 Backup
3 SureBackup

VMuware SureBackup 1
up  VMware Backup

oA 1
6} Win2019-01-Snapshot  VMware Backup 1

4 [ Last 24 Hours
[} Running (1)
[ Success
% Wamning

A Home
iﬂ Inventory

(s Backup infrastructure

rage Infrastructure

Status

Starting
Stopped
Stopped

Alljobs

Last Run Last Result
Just now
15hoursago  Success

42 minutesago  Waming

Next Run

2022/05/3023:00
2022/05/30 22:00
2022/05/30 14:00

Target

Virtual Lab
PureStorage Repository
Pure Storage Snapshot
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Fr URERVEBRRINET,

DAL RRTILIITIRRE I NG - 56

SureBackup Job Session 2022/05/30 13:43:02 X
WM status:
Name Status Heartbeat Ping Script Validation Antivirus scan
ﬁ,’jwmzm 9-01 Success  Success Success Disabled Disabled Success
Session log:
Message Duration »
2 Win2019-01 - Reconfiguring 0:00:09
Win2019-01 - Powering on 0:01:18
Win2019-01 - Heartbeat test 0:00:01
Win2019-01 - Running ping test(s) 0:00:15
Win2019-01 - Application initialization 0:02:00
Win2019-01 - Powering off 0:00:01
Win2019-01 - Cleaning up redo logs
Win2019-01 - Unpublishing 0:01:51
) Stopping virtual lab routing engine
! Job finished U

C A LRARTILIITHIRE I N h 5 2358 (5% : Scan Log #ER)

7| Antivirus scan log

THWF) REE) S|RO0) FFV) ALTH)

Scan starting...
Scan finished.
Scanning C:¥YeeamFLR¥Win2019-01_3719327b¥VYolumed found no threats.

Exit code: 0

Scan starting...
Scan finished.

Scanning C:¥YeeanFLR¥Win2019-01_3719327b¥VYolumel found no threats.

Exit code: 0

Windows (CRLF)

11715

100%

1. ¥aTDORT—9ZANERINET, Antivirusscon T A ILARTILY T 7HAMREINGH S 1=

%& 13 [Success]. RE T N/IFE I [Failed] t &ERINET, X[Scanlog]z 7 ') v 7T %L R

78



SB C&S

c ) AILARTILID I THRRE T N5E
) AETIE, TR 774 LEERBL THEALTVET,

SureBackup Job Session 2022/05/30 15:43:34 X

WM status:

Name Status Heartbeat Ping Script Validation Antivirus scan
fZIWinZOW-OT Failed Success Success Disabled Disabled Failed

Session log:
Message Duration »
) Win2019-01 - Powering on 0:01:33
. Win2019-01 - Heartbeat test 0:00:01
) Win2019-01 - Running ping test(s) 0:00:15
. Win2019-01 - Application initialization 0:02:00
- Win2019-01 - Powering off 0:00:01
) Win2019-01 - Cleaning up redo logs
J Win2019-01 - Unpublishing 0:01:51

() Stopping virtual lab routing engine
€3 Error: Application group failed to start
J Job finished

C A IILRRTILY T HRE S NS (8% © Scan Log £ R)

7 Antivirus scan log .

7?'{JL(F) |/EE RO =TV ALTH)

Scan starting. .

Scan finished.

Scanning C:¥YeeanFLR¥Win2019-01_1c42dcf 1¥Volumel found no threats.

Exit code: 0

Scan starting...
Scan finished.
Scanning C:¥VYeeanFLR¥Win2019-01_1cd2dcf 1¥Volumel found 1 threats.

:::::::::::::::::::::::::::LIST OF DETECTED THREATS==========z===z=z==z=z=zz=zzzzzz:z)
----------------------------- Threat information ----=---==--=-----------------
Threat : Yirus:DOS/EICAR Test _File
Resources : 1 total
file : Ci¥VeeanFLR¥Win2019-01_1c42dcf 1¥Volumel¥Users¥Administ rator¥Downloads¥EICAR _Test _File.txt
Exit code: 2
Windows (CRLF) 115 100%

W _ET SureBackup ¥ 3 7K Y £ITIRET T,
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6.5. Secure Restore

Secure Restore %A T2 L. NV I 7Y TRV A IILZARTILIIFICREL TWRWZ L E2KREET
520ICd T BMORBRERBRRENOBNGLS T -9 eR2IC)ANTTEETY,
Secure Restore &, JRD') A b 7RETHATEZ T,
s ARIKYANY
e VM&®&n!') X +T7
e REBTARIDYALT
*  Microsoft Azure NdD!') X b7
e Amazon EC2~D') X +7
* Google Cloud~N® ') X b7

s TARIDIYIRAR—k

AETIE, A 2RI MY AN BEEC Malware scan 2 ZTL/NY 77V THT 4 LRXRZILT LTI
RELTVWRVWZ Y EHERT 5FIRICOVWTHALE S,
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Veeam Backup & Replication Console ®[HOME]-[Backups]-[Disk]-[[*]127 ') v 7 L ¥,

Veeam Backup and Replication

Backup
B BEBATEE #ed2X

Instant Instant Disk Entire Vitual VM Guest Application Amazon Microsoft Google = Export Delete

Recovery Recovery VM Disks Files Files~ Items~ EC2  Azurelaas CE Backup from Disk
Restore Restore to Cloud Actions
Home Q o
i Job Name 1 Creation Time Restore Point: Repository Platform
<%, Win2019-01-Backup 2022/06/08 18:27 PureStorage Repository VMware

kup (51 Win2019-01 2022/06/0922:03 3

[ Success
[ Waming
[ Failed

@ Home

Ca)
&t

dEE Backup Infrastructure

nventory

Storage Infrastructure
i% Tape Infrastructure
5 Fre

1 backup selected nnected to: localh 1 P20220302 s Plus Edition  NFR: 243 da

Veeam Backup and Replication

Backup

.
= A m; Al nl QO £ s N x

4 E! B e [ AN N N =

Instant Instant Disk Entire Virtual VM Guest Application | Amazon Microsoft Google  Export Delete

Recovery Recovery VM Disks Files Files~ Items~  EC2 Aureloas CE | Backup from Disk

Restore Restore to Cloud Actions

Home

Creation Time Restore Points Repository Platform
4 up 2022/06/08 18:27 PureStorage Repository VMuware
20 3
IE‘ Instant recover I
Instant disk recovery...
Restore entire VM...
Last 24 Hours &, Restore virtual disks...
[ Success | @) Restore VM files...
= | -
[ Waming 7% Restore guest files >
[% Failed

%' Restore to Amazon EC2...
G Restore to Microsoft Azure...

Restore to Google CE...

»
= Export backup...
55 Delete from disk

i
('faq Backup Infrastructure

(T storage Infrast

ture

\ Tape Infrastructure

L‘Eﬁ Files

Connected s Enterprise PI remaining
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AETHERFD)VZALTHRA b E2FERLETOT, TNDFE[(Next>]2 7YY v ILFT,
KBEDYZAMTRA Y MEIBET 2HEE. NV I7T7 v T 774 IL%BIRL T[Point...]5 7 ") v
7 LiTO

Instant Recovery to VMware vSphere X
Machines
Select machines to be restored. You can add individual machines from backup files, or containers from live environment
m' (containers will be automatically expanded into plain list).
Machines to restore:
|Q Ty ookup
Restore Mode
Name Size Restore point Add...
Secure Restore R
i1 Win2019-01 S0GB less than a day ago (22:03 ... ot
Reason
Remove
Summary
Previous Next > Finish Cancel

[Restore to a new location, or with different settings]iCF v 7 AL T, [Next>]%2 7 ') v
70LF9,

Instant Recovery to VMware vSphere X

Restore Mode
P ' Specify whether selected VMs should be restored back to the original location, or to a new location or with different settings.

Machines (O Restore to the original location

Quickly initiate the restore of selected VM to its original location, with the original name and
settings. This option minimizes the chance of user input error.

Destination (@ Restore to a new location, or with different settings
Customize the restored VM location, and change its settings. The wizard will automatically populate
Datastore all controls with the original VM settings as the defaults.

Secure Restore
Reason

Summary

Restore VM tags

< Previous Next > Finish Cancel
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RED)ZALT7THRETYLEANALT, [Next>]27Y v I7LET,
NXAETIE, T7ALPDESXi KX FIZYRFT7LTWET,

Instant Recovery to VMware vSphere

X
Destination
Choose ESX server to run the recovered virtual machine on. You can choose to power en VM automatically, unless you need to
m’ adjust VM settings first (such as change VM network).
Machines Restored VM name:
JWin2019-01-Restord] | |
Restore Mode Host:
[1029.101 || choose..
VM folder:
Datastore
|vm | Choose...
Secure Restore Resource pool:
[Resources | Choose...
Reason
Summary
To customize machine BIOS UUID click Advanced. ) Advanced
< Previous Next > Finish Cancel
[Next >]% 7Y v 2 LZET,
Instant Recovery to VMware vSphere X

Datastore
By default, changed virtual disk blocks are stored in the vPower NFS cache folder on the backup repositery's mount server. If
m' desired for performance or capacity reasons, you can redirect this write cache to a different datastore.

Machines [[] Redirect write cache

Restore Mode

Destination

Secure Restore

Reason

Summary

< Previous Next > Finish Cancel
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Malware scan  Z1TL £ ¥ DT, [Scan machine for virus threats prior performing recovery]
IZF v 27 LT, [Abort VM recovery] #i#iR L ¥,

Instant Recovery to VMware vSphere

X

Secure Restore
Scan the selected backup for malware, such as computer viruses or ransomware, prior to performing the restore. This requires a
m} compatible antivirus installed on the mount server specified for the corresponding backup repository.

Machines I Scan the restored machine for malware prior to performing the recovery I
he machine you are about to restore will be scanned by antivirus software installed on the mount

Restore Mode server to prevent a risk of bringing malware into your environment.

Desfinabon If malware is found:
(O Proceed with recovery but disable network adapters
Datastore ® Abort VM recovery
il = i [[] Scan the entire image
Continue scanning remaining files after the first malware has been found.

Reason

Summary

< Previous Next > Cancel

2%

If malware is found:

* Proceed to recovery but disable VM network adapters :
TAIWZARZILIITHREINSAIFE. 2y b7 -7 7979 (NIC) &ML 1

RE<>>% )R b7LET,

- Abort VM recovery :
TANRRTILIITHREINGZE. VAT YaredroELLET,

- Scan entire VM for virus threats :
BRYDTILI T T7HREEIN% D Malware scan f#FE L £ 7,
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[Next>]27") w7 LFT,

Instant Recovery to VMware vSphere

X

Secure Restore
Scan the selected backup for malware, such as computer viruses or ransomware, prior to performing the restore. This requires a
m' compatible antivirus installed on the mount server specified for the corresponding backup repository.

Machines [ Scan the restored machine for malware prior to performing the recovery
The machine you are about to restore will be scanned by antivirus software installed on the mount
Restore Mode server to prevent a risk of bringing malware into your environment.
Destinabion If malware is found:
(O Proceed with recovery but disable network adapters
Datastore

® Abort VM recovery

[J Scan the entire image

Continue scanning remaining files after the first malware has been found.

Reason

Summary

< Previous Next > Finish

Cancel

Reason TIA Y P EANATELTH, TDFEFE[Next >]2 7 v 7L FET,

Instant Recovery to VMware vSphere X

Reason
F ' Type in the reason for performing this restore operation. This information will be logged in the restore sessions history for later
m reference.

Machines Restore reason:

Restore Mode
Destination
Datastore

Secure Restore

Summary

[ Do not show me this page again

< Previous Next >

Cancel
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10. RETIRANY I T Y THILILZARTILIIFZICRELTWRWI YT *HRAT 50, RE<
VIODREN XY b7 —7I13EHEL T EANDT, [Connect VM to network].
VMs after restoring]®F = v 7 %4hL T [Finish12 27 ') v 7L %7,

Ya TERIAICY 3 THBIBERITINE T,

[Power on target

Instant Recovery to VMware vSphere

Summary
P } You can copy this configuration information for the future reference.

Machines Summary:
Original machine name: Win2019-01
Restore Mode New machine name: Win2019-01-Restore
Restore point: less than a day ago (22:03 =B B 2022/06/09)
Destination Target host: 10.2.9.101
Target resource pool: Resources
Datastore Target VM folder: vm

Write cache datastore redirection: Disabled
Secure Restore 5 2
Secure Restore: Scan machine for virus threats; When detected, abort VM recovery

Reason

[] Connect VM to network

[] Power on target VM after restoring

< Previous Cancel

VaTDRAT—IZANERINE T, Antivirusscan T4 LARTILDY T T7HREINIBE

[Malware has been detected, aborting restore] Y & RIMN) A b 7HERT LE T,

Antivirus scan T 4 LA TIL I T 7HRE S N5E L;t I~10DFIEX#EYIRL ) X 7R
DhEMBIETLRERNYITY TEHRTHZNTEET,

¥[ScanLog]® 7 ) v 7T B RAFx+ UERVERINET,

r74 IWZARZILY T TIN5
) AETCWE, TRMT7 7 4»%&%L7%mbTwi7

Restore Session

X
Name: Win2019-01 Status: Failed
Restore type: Instant VM Recovery Start time:  2022/06/10 15:28:08
Initiated by: ~ WIN2019-VBRO1\Administrator Endtime:  2022/06/10 15:42:13

Reason Parameters Log

Message Duration

[Windows Defender] Antivirus resource has been acquired
Antivirus scan has been completed for [Win2019-01]: Scanned volumes: [C:], [Vol... 0:13:49
Mount operation had some errors, not all disks may have be scanned for malware.
[Volume{689815dd-4913-47b3-8191-9d58075ba588}] No threats detected. Exit cod...
I [C:] Malware detected, see antivirus scan log on mount server [10.2.9.71] at [C:\Pr...
1 [C:] Virus threat was detected. Exit code: 2
€3 Malware has been detected, aborting restore

86



SB C&S

c I LILAR T I THIRE S N35E (3%  Scan Log £ R)

J Antivirus scan log

774»(5 R/EE) SO FFEMV) ALTH)

Scan starting..

Scan finished.

Eca?nlng C:¥VeeamFLR¥Win2019-01_71408c2b¥Volumel found no threats.
xit code:

Scan starting. .
Scan finished.
Scannlng C:¥VeeamFLR¥Win2019- 01 _71408c2b¥Volumel found 1 threats.
LIST OF DETECTED THREATS

Threat information

Threat : Virus:DOS/EICAR Test _File
Resources : 1 total

file : C:¥VeeanFLR¥Win2019-01_71408c2b¥Vo lumel¥Users¥Adninist rator¥Downloads¥EICAR_Test _File.txt
Exit code: 2

Windows (CRLF)

1715

100%

LI ARTILY I TR ING 5 18 S

Restore Session X
Name: Win2019-01 Status: In progress
Restore type:  Instant VM Recovery Start time:  2022/06/10 16:08:19

Initiated by: ~ WIN2019-VBRO1\Administrator

Reason Parameters Log

Message Duration A
. Restoring from PureStorage Repository
Checking if vPower NFS datastore is mounted on host 0:00:05
Locking backup files
) Publishing backup files 0:00:20
) Updating VM configuration 0:00:15
) Checking free disk space available to vPower NFS server 0:00:01
L Registering VM 0:00:08
No VM tags to restore
) Creating VM snapshot 0:00:02
Updating session history
Win2019-01-Restore has been recovered successfully I
) Waiting for user to start migration v

Open console

CHALRR T I TR I NG 5 358 (B% : Scan Log fER)

/| Antivirus scan log

TR REE SRO) F|FJM ALTH)

Scan starting. ..

Scan finished.

Scanning C:¥YeeamFLR¥Win2019-01_04544fd7¥VYolumel found no threats.
Exit code: 0

Scan starting...

Scan finished.

Scanning C:¥YeeamFLR¥Win2019-01_04544fd7¥VYolumel found no threats.
Exit code: 0

Windows (CRLF)

11715

100%
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12. kX L7zYa7&%4E7") v 27 LT, [Stop publishing] #2#iR L £ ¥,
KAETIE, [Stop publishing] #3#BIRL F L4, REZ b L —VIHITT %356 1E[Migrate to
Production]®[Z b L —¥ vMotion]% ¥ THITL T EX W,

Instant Recovery

H B X
= =
Migrate to Open VI Stop Properties
Production C g

Actions Properties
Home

Name + Type Host Status Restore Point Backup Name

(1 Win2019-01-Restore i Instant VM Re... 10.2.9.101 Mounted 22:03:18 9-01-Backup

F: Backups
Snapshots
2% Disk

4 [ Last24 Hours

(%} Running (1)
[ Success

[ Waming
[ Failed

A Home

%@ Inventory

{‘fgrg Backup Infrastructure
\?5: Storage Infrastructure

Tape Infrastructure

@ Files

Connected to: localhost  Build: 11.0.1. Enterprise Plus Edition  NFR: 243 days remaining

3. [Yes]ZZIRL T,

Veeam Backup & Replication X
a Stop publishing th'e following sessions?

Show objects Yes No

l4. [OK]® 2 v 7 LET,

Unmount finished X
All objects were unmounted ”n
Log:

Message Duration

() Starting Win2019-01-Restore dismount

L4 Connecting to host 10.2.9.101 0:00:01
(V] Checking if VM Win20138-01-Restore has been moved

) Removing VM from inventory

£ Unmounting backup files... 0:00:04
) Unlocking backup file

(2 Deleting mount folder

() Win2019-01-Restore has been unmounted successfully

W T Secure Restore 3% T T9,
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6.6. SafeMode ZFIRAULANL—I X FYv T3yt ANIFIE

SafeMode &, FlashArray ICfEAAENT — FIREMETT . XF v Ty ay by RIET 2RE
MIREZ Ik L. SafeMode |2 & > T Eradicate #E(FE#IC L 5 &FET — 7 DT 2HIRERME) % EXL
L HAR A T HAILIRIC FlashArray D BEBEER 2 EOLNTLE > LTH, T — 90 BEHAICHIR
INTLEIZLEBE, VAN)TBZEDTHETT,

SafeMode:

e Destroyed 547V 27 b FETHIR(ZERHIR)T 24EZEDICLET,

e 24 BN S 30 B E THOMTEFET — 9 (Volume X° Snapshot)? Eradicate #1EA o] HAR
(FRL 2 ZTR2HIRBEL BT M) 2R ETRET T,

»  Protection Groups M X4 ¥ 2 — LEREICL > TEZI#7- Snapshot RIFHEARI 2 EMET 512
fEX> Snapshot BR1GH A 7 ILORIRE EISTHRIELTE/HICLET,

ARETIL. PureStorage DEBETH I M TAML—Y X+ v T ay b 2HIKRL Pure Storage ®
GUINS Y AN)THFIRICOWTEHALET,
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Veeam Backup & Replication Console ®[Storage Infrastructure]- [Pure Storage]s 5 X+
Toav b nHBER)a—LE7 )y I LT BREDRT Y TVay o

Veeam Backup and Replication

RALET,

=

—]

=

Create Rescan
Snapshot S 0

Manage Volume | Adtions

Storage Infrastructure

Veeam_Repository

A Home

=
[,} Inventory

(T Backup Infrastructure

‘?i] Tape Infrastructure

Eﬁ Files

Datastore_vol VEEAM-ProdSnap-Win2019-01-Snapshot-yrLmXs97gadRl

hyjZpcGOfVE1)-wz

Datastore_vol

Datastore_vol.

1 Datastore_vol.

] Datastore_vol,

EEAM-ProdSnap-Win2019-01-Snapshot-rvrMCOqouCZik P 901
EEAM-ProdSnap-Win2019-01-Snapshot-z-jih6KV-K3ghjp4gAAls-klo94: 2022/06/28 8:01
EEAM-ProdSnap-Win2019-01-Snapshy KDNFNR-jarlqleZE3Sy VY 106/28 701

Datastore_vol

ProdSnap-Win2019-01

KYYizMiKveQTy

ProdSnap-Win2019-01

WPRWzKXVyCFZemCtYyat020Qz

Datastore_vol.

ProdSnap-Win2019-01-Snapsh

EPXLuxvp87frwj1A0haQrOf00Yz
RLAJP18aezL ) JTKeW0z

1 Datastore_vol.

Datastore_vol

ProdSnap-Win2019-01-Snapsh

ProdSnap-Win2019-01

IRahriCLYU4z

2022/06/28 6:01
2022/06/28 5:01
2022/06/28 4:01
2022/06/28 3:01
2022/06/28 2:01

Datastore_vol

Datastore_vol.

ProdSnap-Win2019-01-Snapsh

5207135Aa!

ProdSnap-Win2019-01

jJLZBRBHOWSsGeCmdMKIDgtitds

31 Datastore_vol.

Datastore_vol

ProdSnap-Win2019-01-Snapsh

J-tcdLouLiDgLNSICW8CYAlumKiz
EE-N P26WXM6i0aBGb

Datastore_vol

ProdSnap-Win2019-01-Snapsh

i)

ProdSnap-Win2019-01-Snapsh

 Datastore_vol.

ProdSnap-Win2019-01

1a0NPCAILTIYX8f8Yz

1 Datastore_vol.

ProdSnap-Win2019-01-Snapsh

NrvUeKgZ2mAfD3]hCfD5gsKLX4sz

Datastore_vol

Datastore_vol.

Datastore_vol VEEAM-

Prod: 2019-01-Snapsh

E1FRE2aDf2-WolQ6FcDXIo074z

P
ProdSnap-Win2019-01-Snapshot--UJJAD4SZ0GI9FMLMS4juynaPTsz

1 Datastore_vol.

ProdSnap-Win2019-01-Snap:

jdbHjr6jzMXLw-0YMLKGDeuSAz

ProdSnap-Win2019-01-Snapsh

UCe-KHLIN9Pgglgz

5 Datastore_vol.

1 Datastore_vol.

Datastore_vol VEEAM-
Datastore_vol VEEAM-

ProdSnap-Win2019-01 h

tgriNNL 3 PTAZ

p:
ProdSnap-Win2019-01-Snapshot-OA7d-ODMR-8sfVdvd10bQ38MBIiz
ProdSnap-Win2019-01-Snapshot-TcjEbraMfBIVaGOXRI-H3TGIaUsz

) Datastore_vol VEEAM-

ProdSnap-Win2019-01-Snapsh

9Gt8glcLfcNrYatHXKALTGvFoQz

ProdSnap-Win2019-01-Snapshot-4FILyWxyifH30QiuWVA4 TnnrHYz

Datastore_vol

Datastore_vol,

ProdSnap-Win2019-01-Snap:
2019-01

13IRLHx2GrSbHnMhQEz

qJDFx3DiUJS2DAZ

{ 1:01
2022/06/28 0:01
2022/06/27 23:01
2022/06/27 22:01
2022/06/27 21:01
2022/06/27 20:01
2022/06/27 19:01
2022/06/27 18:01
2022/06/27 17:01
2022/06/27 16:01
2022/06/27 15:01
2022/06/27 14:01
2022/06/27 13:01
2022/06/27 12:01
2022/06/27 11:01
2022/06/27 10:01
2022/06/27 9:01
2022/06/27 8:01

PURESTORAGE

Protection

https://10.2.10,169/protection/policies

Protection

Snapshots Policies on Groups ActiveDR ActiveCluster
@ > Snapshots

9856

Volume Snapshots ~

Name

(5 Datastore_volVEEAM-ProdSnap-Win2019-01 hot b

() Datastore_vol.VEEAM-Prod: 19-01 hotyrl VBL-wz

() Datastore_volVEEAM-ProdSnap-Win2019-01-Snapshot-nrMCOqouCZjkix- VVBVAGWTmYlz

(5) Datastore_volVEEAM-ProdSnap-V

Datastore_volVEEAM-ProdSnap-Win2018-01-Snapshot-MimKDNfKNR jarlqleZE3SyYYiz

(5) Datastore_volVEEAM.Prod:

() Datastore_volLVEEAM.Pr

(5) Datastore_vol VEEAM-ProdSnap-W

() Datastore_volVEEAM-Prod:

5) Datastore_volVEEAM-ProdSnap-W

1901 hOt-KYYizMiKvct

19-01 WPRWZKXVYCFZemCtYyat0200;

19-0t EPXLUXvpB7wj

19-01 RLAJPIBaczL J7KeWOz
1 hot-C. LYU4z

Destroyed Volume Snapshots

Name

Destroyed (24) A

Search
Transfer | 140 o

Snapshots
2022-06-28 11:01:35 0.00
2022.06-28 10:01:42 826M
2022-06-28 09:0133 0.00
2022-06-28 08:01:45 0.00
2022-06-28 07:01:32 0.00
2022.06-28 06:01:45 0.00
2022.06-28 05:01:40 0.00
2022-06-28 04:0:39 0.00
2022.06-28 03:01:42 0.00
2022-06-28 02:01:47 0.00

1100124

Snapshots
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| . THRLEZRAMNL—YRF Y TYay b /NTA =2 —H5[Destroy...]J5 7 ") v 7 LET,

PURESTORAGE

Protection

9996

Volume Snapshots ~
Name

Protection

atastore_volVEEAM-ProdSnap-Win201

Search

Copy.
Restore..

Createdv

Al v

2022.06-28 11:01:35

SneR  Rename.

(4 Datastore_voL.VEEAM- 1 GOTVBILwz 2022.06-28 10:01:42 826M H

(5 Datastore_volVEEAM-P Win2019-01-Snapshot-viMCO KX -VVBVAGWTmYiz 2022.06-28 09:0133 000 H

(5 Datastore_vol VEEAM.Prod: L hot-2-jih6KV-K 4 2022.06-28 08:01:45 000 H
) Datastore_vol VEEAM-Prod i hot-MjmKDNKN Vi 2022.06-28 07:01:32 000

(4 Datastore_volVEEAM HKYYiZMiK 2022.06-28 06:0145 000

57 Datastore_volVEEAM-ProdSnap-Win2019-01-Snapshot-xn-WPRwzKXVyCFZemCtYyat020Qz 2022-06-28 05:01:40 000 H

(5 Datastore_vol.VEEAM-Prod! 1 hot-nEPXLuxvp? Yz 2022-06-28 04:01:39 000 H
5) Datastore_vol VEEAM.f hot-2RLAJP18aezL J7KeW0z 2022-06-28 03:01:42 000 H

4 Datastore_volVEEAM h U4z 2022.06-28 02:01:47 000 H

Destroyed (24)

Destroyed Volume Snapshots 110 01 24 > 3

Name. Snapshots | Time Remaining v

(§? Datastore_vol VEEAM-Prod! I hot- M 000 23h2am OO

() Datastore_volVEEAM-Prod! e hot-kBhu: KFTyt2MjjQzLyDoEzZ 000 2h24am @ W
o GIMEEAM BiadSaan Wia20l iR i GO

[Destroy]l 7' v 7 LY,

Destroy Volume Snapshot

Are you sure you want to destroy snapshot ‘Datastore_vol VEEAM-ProdSnap-Win2019-01-Snapshot-

gws7vIIbQA3xjuGO0O87dXIfKEBgz'?

Cancel
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5. Destroyed |2 Destroy LA ML=V R+ v T vay hOERINTWEZ L 5#RALET,

PURESTORAGE Protection s
9996
Volume Snapshots ~ @ Transfer | 11005 > 3
Name Createdv Snapshots
Protection v
(5 Datastore_volVEEAM-Pr 19-01 VB1-wz 2022-06-28 10:01:42 0.00 H
(5 Datastore_VolVEEAM-ProdSnap-Win2019-01-Snapshot-viMCOGOUCZIKIx-VVBVAGWTYiz 2022.06-28 09:0133 000 H
(5 Datastore_VoLVEEAM-Prod 19-01. not-zin6KV-K: 1094 2022.06-28 08:01:45 000 H
(5 Datastore_volVEEAM-Prod 19-01 hot-MjmKDNfKNR i 2022-06-28 07:01:32 000 H
5 Datastore_vol.VEEAM-Prod! 1901 hot-KYYizMiKveQ’ 2022-06-28 06:01:45 0.00 H
5 Datastore_vol.VEEAM-ProdSnap-Win2019-01-Snapshot-xn-WPRWzKXVyCFZemCtYyat020Qz 2022.06-28 05:01:40 000 H
(5 Datastore_VoLVEEAM.ProdSnapWin2019-01 not-nEPXL 20220628 040139 000 H
5) Datastore_volVEEAM.Prod: 1901 RLAJP18aezL KUKwAIRpyU7KeWOz 20220628 03:0142 000 H
5 Datastore_vol.VEEAM-Prod! W 1901 h s: LYUSz 2022-06-28 02:01:47 0.00 H
(§) Datastore_VoLVEEAM.P 1901 05: 2022.06-28 01:01:43 000 H
Destroyed (25) ~
Destroyed Volume Snapshots 110 0f 25 > H
Name Snapshots | Time Remaining
I‘ ) Datastore_volVEEAM-Prod! v 19-01, NIbQA3XjUGOOB7AXHKEB: I 826M 1doohoom & @
5) Datastore_volVEEAM.Prod: 1901 1 M 000 23h23m @ @
L Datac AEEAN Do oy o KE LMz DoE 200 L Lo

6. Veeam Backup & Replication Console IZ&Z-> T, [Rescan]z 7' v 7L ZF7,

i
Create  Del Rescan
Snapshot

Manage Volume  Actions

Storage Infrastructure

torage Infrastructure
4 Pure Storage
4 3 FA-eval
i Datastore_vol
DB01_vol
DB02_vol
; Veeam_Repository

Datastore_vol.

Datastore_vol.

Datastore_vol.
atastore_vol.
Datastore_vol.

atastore_vol.
Datastore_vol.
Datastore_vol.

Home Datastore_vol.

= Datastore_vol.
&P inventory atastore_vol,
Datastore_vol.

x‘fgg Backup Infrastructure

atastore_vol.

Datastore_vol.
torage Infrastructure

(&

\ t: 1.

LEﬁ Files

atastore_vol.
Datastore_vol.

atastore_vol.

atastore_vol.

Ve

feeam Backup and Replication

Q

EEAM-ProdSnap-Win2019-01 gusTVIIbOA3KuG0O8T dXFKEBgz
EEAM-ProdSnap 019-01 yrlmXs97ga: OfV81)-wz
EEAM-ProdSnap-Win2019-01 MCOqouCZjki
EEAM-ProdSnap-Win2019-01-Snapshot-2-jih6KV-K K004
EEAM-ProdSnap-Win2019-01-Snapshot-MjmKDNfk iz
EEAM-ProdSnap 019-01 YizMiKve
EEAM-ProdSnap-Win2019-01 PRWZKXVYCFZemCtYyat020Qz
EEAM-ProdSnap-Win2019-01 EPXLuxvp87frwj1AOhaQrOf00Vz
EEAM-ProdSnap-Win2019-01 RLAP183ez. KeWoz
EEAM-ProdSnap-Win2019-01-Snapsh IRahriCLYU4z
EEAM-ProdSnap-Win2019-01-Snapshot-005207f35Aa
EEAM-ProdSnap-Win2019-01-Snapshot-jJLZBRBHOWsGeCmdMKIDgtitd
EEAM-ProdSnap-Win2019-01 J-tedLouLiDQLNSICWBCYAIumKIz
EEAM-ProdSnap-Win2019-01 EE-NrSijpif- BGby
EEAM-ProdSnap-Win2019-01 Ji bEED, o
EEAM-ProdSnap 019-01-Snapsh NPCAILTrYX8f8Yz
EEAM-ProdSnap-Win2019-01-Snapshot-NrvUeKgZ2mAfD3]hCFDS gsKLXdsz
EEAM-ProdSnap-Win2019-01 E1FRE2aDR2-WolQ6FcDXIo0742
EEAM-ProdSnap-Win2019-01 UJAD4SZOGIOFMLMS4juynaPTsz
EEAM-ProdSnap-Win2019-01 jdbHir6jzMXLw-oYMLkGDeuSAz
EEAM-ProdSnap-Win2019-01 UCc-KHLINOPgqlgz
EEAM-Prod 019-01-Snapshot-titgriNNUBHISSj PTAz

Datastore_vol. VEEAM-ProdSnap-Win2019-01-Snapshot-OA7d-ODMR-8sfVdvd 10bQ88MBIlz
EEAM-ProdSnap-Win2019-01 h H3TGIalsz
EEAM-ProdSnap-Win2019-01 glcLic TGvFoQz
EEAM-ProdSnap 019-01 AFILVWiyifH3OQIUWVA4 TanrHYz
EEAM-ProdSnap-Win2019-01 13IRLHx2GrSbHnMhQEz
EEAM-Prod 019-01-Snapshot-CAg qq)DFx3DIUJS2DAZ

P

Build: 11.0,

Creation Time T
2022/06/28 11:01
2022/06/28 10:01
2022/06/28 9:01
2022/06/28 8:01
2022/06/28 7:01
2022/06/28 6:01
2022/06/28 5:01
2022/06/28 4:01
2022/06/28 3:01
2022/06/28 2:01
2022/06/28 1:01
2022/06/28 0:01
2022/06/27 23:01
2022/06/27 2
2022/06/27 21
2022/06/27
2022/06/27 1
2022/06/27 181
2022/06/27 1
2022/06/27 1
2022/06/27 15:01
2022/06/27 14:01
2022/06/27 13:01
2022/06/27 12
2022/06/27 1
2022/06/27 10:01
2022/06/27 9:01
2022/06/27 8:01

VMs Count
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7. Status ¥ Warning (2% Y £ 30 REH Y THEANDT, [Close]2 7 v 7L FT,

System X
Name: Storage discovery
Action type:  Storage Rescan Start time:  2022/06/28 11:39:54
Initiated by:  WIN2019-VBRO1\Administrator Endtime:  2022/06/28 11:40:26
Log
Message Duration A

€ Failed to obtain list of VMs on LUN Datastore_vol.VEEAM-ProdSnap-Win2019-01-...
€2 Failed to obtain list of VMs on LUN Datastore_vol.VEEAM-ProdSnap-Win2019-01-...
€3 Failed to obtain list of VMs on LUN Datastore_vol.VEEAM-ProdSnap-Win2019-01-...
€3 Failed to obtain list of VMs on LUN Datastore_vol.VEEAM-ProdSnap-Win2019-01-...
€3 Failed to obtain list of VMs on LUN Datastore_vol.VEEAM-ProdSnap-Win2019-01-...
€33 Failed to obtain list of VMs on LUN Datastore_vol.VEEAM-ProdSnap-Win2019-01-...
€3 Failed to obtain list of VMs on LUN Datastore_vol.VEEAM-ProdSnap-Win2019-01-...
€ Failed to obtain list of VMs on LUN Datastore_vol.VEEAM-ProdSnap-Win2019-01-...
€ Failed to obtain list of VMs on LUN Datastore_vol.VEEAM-ProdSnap-Win2019-01-...
€2 Failed to obtain list of YMs on LUN Datastore_vol.VEEAM-ProdSnap-Win2019-01-...
€3 Failed to obtain list of VMs on LUN Datastore_vol.VEEAM-ProdSnap-Win2019-01-...
(7} Volume Datastore_vol rescan completed v

8. Destroy LEAML—Y R+ vy TTay b ERRINTVWRWZ L EHRALET,

P -
Create Rescan
Snapshot
Manage Volume Actions
Storage Infrastructure fend Q
~
4 torage Infrastructure Name CreationTime T VMs Count
4 € PureStorage (57 Datastore_vol VEEAM-ProdSnap-Win2019-01-Snapshot-yrLmXs97ga4RhyjZpc GORVE 1)-wz 2022/06/28 1001 1
s Beaeal £5) Datastore_vol VEEAM-ProdSnap-Win2019-01-Snapshot-rvrMC0gouCZjkL 2022/06/289:01 1
& Datastorecvol (57 Datastore_vol VEEAM-ProdSnap-Win2019-01-Snapshot-2-jih6KV-K3ghjp4gAAls-Kio94 201 1
> & DBO1_vol 57 Datastore_vol VEEAM-ProdSnap-Win2019-01-Snapshot-MjmKDNFKNR-jarlqleZE3Sy YV 2022/06/287:01 1
& DBO2_vol (57 Datastore_vol VEEAM-ProdSnap-Win2019-01-Snapshot-kYYizMikveQTf 601 1
> & Veeam Repository 5] Datastore_vol VEEAM-ProdSnap-Win2019-01-Snapshot-xn-WPRwzKXVyCFZemCtYyat020Qz 2022/06/285:01 1
(57 Datastore_vol VEEAM-ProdSnap-Win2019-01-Snapshot-nEPXLuxvp87frwj1AOhaQrOf00Yz 2022/06/28 401 1
(5] Datastore_vol VEEAM-ProdSnap-Win2019-01-Snapshot-2RLAJP18aezL KuKwdIRpyU7KeW0z 2022/06/283:01 1
(5] Datastore_vol VEEAM-ProdSnap-Win2019-01-Snapshot-C3520MabBIONkxSIRahriCLY U4z 2022/06/282:01 1
5] Datastore_vol VEEAM-ProdSnap-Win2019-01-Snapshot-00520735Aa 2022/06/281:01 1
5] Datastore_vol VEEAM-ProdSnap-Win2019-01-Snapshot jILZBRBHIOWs GeCmdMKIDgtitdc 2022/06/280:01 1
(57 Datastore_vol VEEAM-ProdSnap-Win2019-01-Snapshot--tcdLouLiDQLNSICWECYAIUmKIz 2022/06/27 2301 1
57 Datastore_vol VEEAM-ProdSnap-Win2019-01-Snapshot-EE-NrSjjpjf- SP26wXM6i0aBGbgz 2022/06/27 2201 1
(5] Datastore_vol VEEAM-ProdSnap-Win2019-01-Snapshot-aazjziXINAnN-bEEDB4Rlyuplz 2022/06/2721:01 1
(57 Datastore_vol VEEAM-ProdSnap-Win2019-01-Snapshot-KKwmaWI5SslaONPCAILTrYXEfYz 2022/06/27 2001 1
5] Datastore_vol VEEAM-ProdSnap-Win2019-01-Snapshot-NrvUeKgZ2mAfD3jhCfDS gsKLX4sz 2022/06/27 1901 1
£ vome (57 Datastore_vol VEEAM-ProdSnap-Win2019-01-Snapshot-AwE 1 FREaaDf2-WolQ6FcDXIoOT4z 2022/06/27 1801 1
£5) Datastore_vol VEEAM-ProdSnap-Win2019-01-Snapshot--UJAD45Z0G9FMLMS4juynaPTsz 2022/06/27 1701 1
L'EQ‘! Inventory (57 Datastore_vol VEEAM-ProdSnap-Win2019-01-Snapshot-EojdbHjréjzMXLw-0YMLKGDeuSAz 2022/06/27 16:01 1
5] Datastore_vol VEEAM-ProdSnap-Win2019-01-Snapshot-OKWNEHsbh«3EUCc-KHLINOPgqlgz 2022/06/27 1501 1
\753 Backup Infrastructure (57 Datastore_vol. VEEAM-ProdSnap-Win2019-01-Snapshot-titgnjNNUSHISjuF JFWTcPTAZ 2022/06/27 14:01 1
5] Datastore_vol. VEEAM-ProdSnap-Win2019-01-Snapshot-OA7d-ODMR-85fVdvd10bQ8EMBIiz 2022/06/27 1301 1
Sorgeinipdticne 57 Datastore_vol. VEEAM-ProdSnap-Win2019-01-Snapshot- TejEbraMfBIVaGOXRI-H3TG9aUsz 2022/06/2712:01 1
‘?-_7] e () Datastore_vol.VEEAM-ProdSnap-Win2018-01-Snapshos: SGi8gleL cNrYatHXKALTGFoQz 2022/06/27 1101 1
- (57 Datastore_vol VEEAM-ProdSnap-Win2019-01-Snapshot-4FILvWaxyifH30QiUWVATnnrHYz 2022/06/27 1001 1
@ Files (5] Datastore_vol VEEAM-ProdSnap-Win2019-01-Snapshot-bnSEVxdSG1 3IRLHx2GrSbHnMAQEz 2022/06/279:01 1
5] Datastore_vol VEEAM-ProdSnap-Win2019-01-Snapshot-CAqOuBE8VJFHag/DF«3DILIS2DAz 2022/06/278:01 1
2 (5 Datastore_vol. VEEAM-ProdSnap-Win2019-01-Snapshot-vy7KYK6IDMgEP] 2022/06/277:01 1

Build: 11.0.
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9. Destroy LIEXA ML =Y+ vy Tvay i) AN LETHT Pure Storage d GUI IZE - T,

Destroyed lH S RA ML =Y RF vy FYay bndA4A~v—742>%7YvI70LF7,

PURESTORAGE Protection fortesii
999G
Volume Snapshots ~ m Transfer | 1400f 51 3 3
Name Createdv Snapshots
Protection e
(4 Datastore_voLVEEAM-ProdSnap-Win2019.01 tyrl Blwz 2022.06-2810:01:42 000
() Datastore_volVEEAM-ProdSnap-Win2013.01-Snapshot-viMCOx kix VVBVAGWTmYIz 2022.06.28 09:0133 000 H
) Datastore_vol.VEEAM-P Win2018.01 JinEKV-K K094 2022.06-28 08:01:45 000 H
) Datastore_voLVEEAM.P Win2019.01 MjmKDNAKNR jarlqleZE3SyYYiz 2022.06-28 07:01:32 0.00 H
(5 Datastore_volVEEAM-P Win2019.01 KYYizMiKveQT 2022.06-28 06:0145 0.00 H
(5 Datastore_vol.VEEAM-ProdSnap-Win2019-01-Snapshot-xn-WPRwWzKXVyCFZemCtYyat020Qz 2022-06-28 05:01:40 0.00 H
() Datastore_voL.VEEAM.-P 1 EPXL 0f00Yz 2022.06-28 04:01:39 000 H
(4 Datastore_voL.VEEAM-P 019-01 RLAJP1BaczLl J7KeWOz 2022.06-28 03:01:42 000 H
(57 Datastore_volVEEAM-Prod 19-01- t LYU4z 2022-06-28 02:01:47 0.00 H
4 Datastore_volVEEAM-Prod 19-01 t 2022.06-28 01.01:43 000 :
Destroyed (25)
Destroyed Volume Snapshots 11001 25 > i
Name Snapshots | Time Remaining ¥
I‘ ) Datastore_voLVEEAM.P Win2013.01 IbQAS, AXFTKES: I 826M 23n58m
(5 Datastore_vol.VEEAM-Pi v 1 i 000 23h21m O T
JDaiac LEEAMD: Y KB KETGMIQZI Do 200 L Lo =

0. [Recover]2 7 ') w7 LZET,

Recover Snapshot

Are you sure you want to recover snapshot 'Datastore_volVEEAM-ProdSnap-Win2019-01-Snapshot-
gws7vIIbQA3xjuGOOB7dXIfKEBgz'?

Cancel
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L. ) ARNY NSy Toay bEEERLET,

PURESTORAGE Protection Saarch,
999G
Volume Snapshots ~ Transfer | 1.4 > i
Name Createdv Snapshots
Protection . -
|5 atastore_voiveeaw-Proc 19.01-Snapsn: b 1 2022.06.28 110135 826M H
(5) Datastore_vol.VEEAM- 1 L OfV81-wz 2022-06-28 10:01:42 000 H
(§? Datastore_vol.VEEAM-Prod! & 19-01 h MCO KIx-VVBVAGWTmYiz 2022-06-28 09:01:33 0.00 H
(4 Datastore_volVEEAM-ProdSnap-Win2019.01 hEKV-K Kio94 2022.06-28 08:01:45 000 H
(4 Datastore_voL.VEEAM- 1 MimKDNKNR: Yiz 2022.06-28 07:01:32 000 H
(5 Datastore_vol.VEEAM-P: KYYizMi T 2022-06-28 06:01:45 000 H
(4 Datastore_vol.VEEAM-ProdSnap-Win2019-01-Snapshot-xn-WPRWZKXVyCFZemCtYyat020Qz 2022.06-28 05:01:40 000 H
(4 Datastore_volVEEAM-Prod 19.01 EPXL 0f00Yz 2022.06-28 04:01:39 000 H
(§? Datastore_volVEEAM-Prod 19-01 hot-2RLAJPY! JTKSWO: 2022-06-28 03:01:42 0.00 :
(5 Datastore_vol. VEEAM-Prod! Win2019-01 LYusz 2022-06-28 02:01:47 000 H
Destroyed (24) ~
Destroyed Volume Snapshots 110 01 24 D
Name Snapshots | Time Remaining v
(5 Datastore_vol.VEEAM-Prod! \ 19-01 h M 000 23h20m @ @
(§? Datastore_vol VEEAM-Prod! Win2019-01 KkBhu12: KF 0Ez 000 22h20m O T
LDatac = L aLRuR 200 se2oc GO T

[ Volume
"
=
—

Create  Delete [l Rescan

Snapshot
Manage Volume | Actions

Storage Infrastructure

torage Infrastructure
4 Pure Storage

4 SBfAenl
Datastore_yol
DBO1_vol
DB02_vol
Veeam Repository

A Home

g@ Inventory

(R Backup Infrastructure
(F5 Storsge Infrastructure
té Tape Infrastructure

ﬁj Files

Veeam Backup and Replication

Q

Narme

3! Datastore_vol. VEEAM-ProdSnap- 019-01 psh LmXs97ga4Rhyj OfVe1J-wz
Datastore_vol.VEEAM-ProdSnap 019-01 pshe MCOqouCZjkl Bv4GWTmYiz
Datastore_vol. VEEAM-ProdSnap- 019-01 pshot-z-jih6KV-K3ghjpdgAAls-kio94
Datastore_vol.VEEAM-ProdSnap 019-01 pshot-MjmKDNFkNR-j: Yiz
Datastore_vol. VEEAM-ProdSnap- 019-01 psh YizMiKvc
Datastore_vol.VEEAM-ProdSnap 019-01 psh [PRwzKXVyCFZemCtYyat020Qz

5! Datastore_vol VEEAM-ProdSnap- 019-01 pshot-nEPXLuxvp87frwj1A0haQrOf00Yz
Datastore_vol.VEEAM-ProdSnap-Win2019-01-Snapshot-2RLAJP 1 8aezL KuKwdIRpyU7KeW0z
Datastore_vol. VEEAM-ProdSnap- 019-01 psh LYU4z
Datastore_vol.VEEAM-ProdSnap 019-01 psh 5207 j
Datastore_vol. VEEAM-Prod 019-01-Snapshot-jJLZBRBHIOWsGeCmdMKIDgtitd
Datastore_vol.VEEAM-ProdSnap-Win2019-01-Snapshot-J-tcdLouLiDLN5ICw8CYAlumKiz

(3! Datastore_vol. VEEAM-ProdSnap-Win2019-01 pshot-EE-NrSjjpjf-5P (M6i02BGbag:
Datastore_vol.VEEAM-ProdSnap 019-01 pshe Jjzi: bEED: P
Datastore_vol. VEEAM-ProdSnap- 019-01 pshot-KKi NPCAILTrYX8f8Yz
Datastore_vol.VEEAM-ProdSnap 019-01 pshot-NrvUeKgZ2mAfD3jhCfDSgsKLX4sz
Datastore_vol. VEEAM-Prod! 019-01 psh E1FREaaDf2-WolQ6FcDXIo074z

Datastore_vol.VEEAM-ProdSnap-Win2019-01

-Snapshot--UJJAD45Z0Gj9FMLMS4juynaP7sz

5] Datastore_vol. VEEAM-ProdSnap-Win2019-01-Snapshot-EojdbHjr6jzMXLw-0YMLKGDeuSAz
Datastore_vol. VEEAM-ProdSnap-Win2019-01-Snapsh JCe-KHLINOPgalgz
Datastore_vol. VEEAM-ProdSnap-Win2019-01-Snapsh NN T
Datastore_vol. VEEAM-ProdSnap-Win2019-01-Snapsh -ODMR-85Vdvd 10bQ88MBIiz
Datastore_vol. VEEAM-ProdSnap-Win2019-01-Snapshot-Tej 37G9aUsz
Datastore_vol. VEEAM-ProdSnap-Win2019-01-Snapsh glcLicNrYatlHXKALTGvFoQz

57 Datastore_vol. EEAM-ProdSnap-Win2019-01-Snapshot-4FILyWayifH30QIUWVA4TnnmHYz
Datastore_vol. VEEAM-ProdSnap-Win2019-01-Snapsh 3L £z
Datastore_vol. VEEAM-ProdSnap-Win2019-01-Snapshot-CAg qq/DF3DIUJS2DAz

? (5 Datastore_vol. VEEAM-ProdSnap-Win2019-01-Snapshot-vyTKYK6IDMgEP]

[Rescan]z 7 )

Creation Time 1 VMs Count
2022/06/28 10:01
2022/06/28 9:01
2022/06/28 8:01
2022/06/28 7:01
2022/06/28 6:01
2022/06/28 5:01
2022/06/28 4:01
2022/06/28 3:01
2022/06/28 2:01
2022/06/28 1:01
2022/06/28 0:01
2022/06/27 23:01
2022/06/27 22:01
2022/06/27 21:01
2022/06/27 20:01
2022/06/27 19:01
2022/06/27 18:01
2022/06/27 17:01
2022/06/27 16:01
2022/06/27 15:01
2022/06/27 14:01
2022/06/27 13:01
2022/06/27 12:01
2022/06/27 11:01
2022/06/27 10:01
2022/06/27 9:01
2022/06/27 8:01
2022/06/27 7:01

lus Edition

NFR: 225 d:
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| 3. Status #¥ Warning (272 ) £ $4REH Y A DT, [Close]2 7 v 7L FY,

System X
Name: Storage discovery
Action type: Storage Rescan Start time:  2022/06/28 11:42:46
Initiated by: ~ WIN2019-VBROT\Administrator Endtime:  2022/06/28 11:43:19
Log
Message Duration A

€ Failed to obtain list of VMs on LUN Datastore_vol.VEEAM-ProdSnap-Win2019-01-...
€ Failed to obtain list of VMs on LUN Datastore_vol.VEEAM-ProdSnap-Win2019-01-...
€ Failed to obtain list of VMs on LUN Datastore_vol.VEEAM-ProdSnap-Win2019-01-...
€3 Failed to obtain list of YMs on LUN Datastore_vol.VEEAM-ProdSnap-Win2013-01-...
€3 Failed to obtain list of VMs on LUN Datastore_vol.VEEAM-ProdSnap-Win2019-01-...
€23 Failed to obtain list of VMs on LUN Datastore_vol.VEEAM-ProdSnap-Win2019-01-...
€3 Failed to obtain list of VMs on LUN Datastore_vol. VEEAM-ProdSnap-Win2019-01-...
€ Failed to obtain list of VMs on LUN Datastore_vol.VEEAM-ProdSnap-Win2019-01-...
€ Failed to obtain list of VMs on LUN Datastore_vol. VEEAM-ProdSnap-Win2019-01-...
€ Failed to obtain list of VMs on LUN Datastore_vol. VEEAM-ProdSnap-Win2019-01-..,
€ Failed to obtain list of VMs on LUN Datastore_vol.VEEAM-ProdSnap-Win2019-01-...

s

Volume Datastore_vol rescan completed

4. RFy Tay b AN)INEZ e RALET,

Volume
—
Create Rescan
Snapshot S
Manage Volume  Actions
Storage Infrastructure (&}
~
4 torage Infrastructure unt
4 © PureStorage 2022/06/28 11:01
4 S5 FA-eval 2 P B
= Datastore_vol Datastore_vol. VEEAM-ProdSnap-Win2019-01-Snapshot-rviMC0gouCZjkh 2022/06/28 9:01
> & DBO1vol (57 Datastore_vol VEEAM-ProdSnap-Win2019-01-Snapshot-z-jih6KV-K3ghjpdgAAls-klo9d, 2022/06/28 8:01
& D802_vol (57 Datastore _vol. VEEAM-ProdSnap-Win2019-01-Snapshot-MjmKDNfkNR-jarlgleZE3Sy YViz 2022/06/28 7:01
> &% Veeam Repository (57 Datastore _vol. VEEAM-ProdSnap-Win2019-01-Snapshot-kYYizMiKveQ 2022/06/28 6:01
(5] Datastore _vol. VEEAM-ProdSnap-Win2019-01-Snapsh PRWzKXVyCFZemCtYyat020Qz 2022/06/28 5:01
(57 Datastore_vol VEEAM-ProdSnap-Win2019-01-Snapshot-nEPXLuxvp87frwj1A0haQrOf00Yz 2022/06/28 4:01
(57 Datastore _vol. VEEAM-ProdSnap-Win2019-01-Snapshot-2RLAJP1 8aezL J7KeW0z 2022/06/28 3:01
(5] Datastore_vol. VEEAM-ProdSnap-Win2019-01-Snapsh CLYU4z 2022/06/28 2:01
(57 Datastore_vol VEEAM-ProdSnap-Win2019-01-Snapshot-005207f35Aa! i 2022/06/28 1:01
(5] Datastore _vol. VEEAM-ProdSnap-Win2019-01-Snapshot-jJLZBRBHOWsGeCmdMKIDgtitdc 2 2022/06/28 0:01
(57 Datastore _vol. VEEAM-ProdSnap-Win2019-01-Snapshot- -tcdLouliDgLNSICWBCYAlumKiz 2022/06/27 23:01
(5] Datastore_vol. VEEAM-ProdSnap-Win2019-01-Snapshot-EE-NrSjjpj BGb: 2022/06/27 22:01
(5 Datastore_vol. VEEAM-ProdSnap-Win2019-01-Snapshs I bEEDw p 2022/06/27 21:01
(5] Datastore_vol. VEEAM-ProdSnap-Win2019-01-Snapsh NPCAILTIYX8f8Yz 2022/06/27 20:01
Home (57 Datastore_vol. VEEAM-ProdSnap-Win2019-01-Snapshot-NrUeKgZ2mAfD3jhCfD5 gsKLX4sz 2022/06/27 19:01
o (57 Datastore_vol VEEAM-ProdSnap-Win2019-01-Snapshot-AwE1FREaaDF2-WolQ6FcDXIo074z 2022/06/27 18:01
@ Inventory (5] Datastore _vol. VEEAM-ProdSnap-Win2019-01-Snapshot--U§ADA5Z0GIOFMLMS4juy 2022/06/27 17:01
(5] Datastore _vol. VEEAM-ProdSnap-Win2019-01-Snapshot-EojdbHjr6jzMXLw-0YMLKGDeuSAz 2022/06/27 16:01
‘?g? Backup Infrastructure (] Datastore_vol VEEAM-ProdSnap-Win2019-01-Snapsh UCc-KHLINOPgglgz 2022/06/27 15:01
) Datastore_vol.VEEAM-Prod 2019-01 pshot-titgrtiNNL Jj PT 2022/06/27 14:01
torage Infrastructure 4
(5] Datastore _vol. VEEAM-ProdSnap-Win2019-01-Snapshot-OA7d-ODMR-8sfVdvd 10bQ88MBliz 2022/06/27 13:01
Tape inace (5 Dstastore.vol VEEAM-ProdSnap-Win2019-01-Snapshot- TEbrMBNsGOXR-H3 TGO sz 2022/06/27 12:01
— (57 Datastore _vol. VEEAM-ProdSnap-Win2019-01-Snapshot-9Gt8glcL ! TGvFoQz 2022/06/27 11:01
@ Files (57 Datastore_vol VEEAM-ProdSnap-Win2019-01-Snapshot-4FILvWixyifH30Q) dTnniHYz 2022/06/27 10:01
(5 Datastore_vol. VEEAM-ProdSnap-Win2019-01-Snapshs 13IRLHx2Gr5bHnMhQEz 2022/06/27 9:01
(5] Datastore_vol. VEEAM-Prod 2019-01-Snapsh 1qJDFx3DIUIS2D5 2022/06/27 8:01

WM ET SafeMode #FfA LR FL—YRFyT¥ay

o) AN FIEIRZET TY,
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7. ¥E&H

Veeam Backup & Replication ¥ Pure Storage FlashArray OEEMEEXER T 52 L T, /Ny 7
7Y ITROVMStun 2+ T ay MRBROAFMEBRT S L L IR F vy Tyay bA -7t
L—>a B EhETRPOEISICEHEIE S Z YN TRETT,

Fre, ML THEL L T3HL Linux VARY M)ICLEESHZTER/N\Y 77 v, Pure
Storage ® SafeMode #FIAT 52 L TNV I 7y TRR ML —YRFv TV ay boHIKR £E, 88
SMNTERVED, oLV T TORENLRET L2 LA TEETT,

SureBackup. Secure Restore l&, WA LARTILI T 7 DRELCELL VAT EITIZLHNTE
7,

EANE TREFOMRICIZ, COBBITEEIF LT,
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*  Veeam Backup & Replication 11 User Guide for VMware vSphere

https://helpcenter.veeam.com/docs/backup/vsphere/overview.html?ver=110

e  Linux Server

https://helpcenter.veeam.com/docs/backup/vsphere/linux_server.html?ver=110

* Hardened Repository
https://helpcenter.veeam.com/docs/backup/vsphere/hardened_repository.html?ver=110

»  SureBackup
https://helpcenter.veeam.com/docs/backup/vsphere/surebackup_recovery_verification.html?ve
r=110

e  Secure Restore

https://helpcenter.veeam.com/docs/backup/vsphere/av_scan_about.html?ver=110
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https://helpcenter.veeam.com/docs/backup/vsphere/overview.html?ver=110
https://helpcenter.veeam.com/docs/backup/vsphere/linux_server.html?ver=110
https://helpcenter.veeam.com/docs/backup/vsphere/hardened_repository.html?ver=110
https://helpcenter.veeam.com/docs/backup/vsphere/surebackup_recovery_verification.html?ver=110
https://helpcenter.veeam.com/docs/backup/vsphere/surebackup_recovery_verification.html?ver=110
https://helpcenter.veeam.com/docs/backup/vsphere/av_scan_about.html?ver=110

